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Who am I: Dongkwan Kim

• Background

- ~’22.02 : KAIST Ph.D. (Advisor: Yongdae Kim)

- ~’24.12 : Samsung Security Center 

- ~’26.04 : GT Postdoc (Advisor: Taesoo Kim)

- ~Now    : MS Principal Security Researcher

• Hacker

- DEFCON finalist (’12, ’14, ’16, ’18, ’19)

- CTF winner (Whitehat Contest, HDCON, Codegate, …)

- CTF organizer (Samsung CTF ‘17,’18)
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Research Area

Mobile & Cellular Security

Cyber-Physical & Sensor Security

Firmware & Binary Analysis

AI-Powered Security Automation

Emerging System Threat Hunter



3



4



5





DARPA’s AI Cyber Challenge
Announced on 08/2023



DARPA Grand Challenge

2004-2007
(Autonomous Vehicle) 

2012-2015
(Robotics Challenge) 

2014-2016
(Cyber Grand Challenge) 



DARPA Grand Challenge

20+ years



➔A competition that rewards autonomous systems that 

find and patch vulnerabilities in source code.

➔The challenges are well-known open-source projects.

➔The vulnerabilities are realistic or real.

➔Patching is worth more than finding.

➔Code and data will be released open source.

WHAT IS AIxCC?









Exemplar: CVE-2021-43267 on Linux

Transparent
Inter-Process 
Communication
(TIPC)



30 millions lines of code?

vs.
64-200K
Context
window

Where LLM should look at?



Harness: a program interacting with Linux

Userspace

Kernel



01010101010…

Proof-of-vulnerability: finding a bug (PoV)

Userspace

Kernel

01010101010…

x
Crashging!



Static Analysis vs. Reachability (PoV)

CodeQL Report:
kmalloc()’s size_t
accepts u16

Address Sanitizer Report:
OOB memory write

VS



What counts for “security tasks” in AIxCC?

Proof-Of-Vulnerability (POV)

➔Input data to reproduce vulnerability 
crash in harness

PATCH

➔Unified diff source code fix for 
vulnerabilities

SARIF Assessment

➔Structured reporting format for 
vulnerability details

BUNDLE

➔Grouping of related PoV, patch, 
and SARIF submissions

DELTA SCAN

➔Challenge analyzing base code plus 
applied diff changes

FULL SCAN

➔Challenge analyzing entire code 
base



All projects we adapted into challenges
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➔$4,000,000





Scoreboard breakdown

Team

Team 
Total 
Score

%
Correct

Submission (r)

Vulnerability 
Discovery 

Score 
(VDS)

Program 
Repaid 
Score 
(PRS)

SARIF 
Assessment 

Score
(SAS)

Bundle
Score
(BDL)

Team Atlanta (9caa56) 392.76 91.27% 79.71 171.10 5.99 136.38

Trail of Bits (309958) 219.35 89.33% 52.49 101.21 1.00 65.29

Theori (3fad2e) 210.68 44.44% 58.12 110.34 4.97 53.57

All You Need IS A Fuzzing Brain (1b9bb5) 153.70 53.77% 54.81 77.60 6.52 28.28

Shellphish (463287) 135.89 94.83% 47.94 54.31 8.47 25.29

42-b3yond-6ug (ee79d5) 105.03 89.23% 70.37 14.22 9.80 10.97

Lacrosse (e87a4d) 9.59 42.86% 1.68 5.43 0.00 3.62
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FINAL ROUND DATA POINTS

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discovered

18

Average time to patch

45 min

Total LOC analyzed

54M

Total spent (Compute + LLM)

$359k

Total LLM queries

1.9M

LLM Spend

$82k





$ copilot –p

“Write a CRS that competes in DARPA AIxCC”



Example: Surprisingly good at complex tasks and 
bad at stupidly simple ones at the same time!

VS.



Today’s LLM is like “Jack Jack” who has hidden potentials!



Do we really understand AI/LLM?

Understanding “attention” helps 
you maximize the utility of LLM?



Do we really understand AI/LLM? Do you ever have 
teenagers?

More effective to just 
experience them! 

Embryology helps you 
figure out why a baby 

cries?

Today LLMs behave 
more like teenagers



Journey: started as AI-skeptics

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Evaluate all LLMs;
but clearly not ready.

Lots of prompting techs:
CoT, ToT, SC, etc
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Journey: started as AI-skeptics

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Evaluate all LLMs;
but clearly not ready.

Lots of prompting techs:
CoT, ToT, SC, etc

Primitive discussions:
e.g., udiff gen? search-

replace? full function gen?

Discovering magic tricks in 
prompts:

gaslighting, tipping, 
affirmative, etc

[Ref. Principled Instruc tions Are All You Ne ed for Questioning LLaMA-1/2, GPT-3.5/4, 
2024/01]



Journey: context window is fundamental prob?

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Fine-tuning API
(0-shot, few-shot, many-

shot)

GPT-4 
32K

GPT-4 Turbo
128K

Context window 
is rarely a concern



Common Gen AI usages vs. security tasks

Prompt

Response

Response

Code (Repo)

Prompt

e.g.,
Is this buggy?

Is this variable tainted?
Extract call graphs

e.g.,
Prototype a website
Write me an essay

(i.e., code analysis)

Differences in request and response ratios

co
nt

ex
t w

in
do

w

(Yes/No?)



Journey: context window is fundamental prob?

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024 Gemini 1.5 
1 M

Fine-tuning API
(0-shot, few-shot, many-

shot)

GPT-4 
32K

GPT-4 Turbo
128K

Gemini 2.5 
2 M

Context window 
is rarely a concern



Journey: agentic revolution started (code agents) 

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

ReAct, 
AutoGPT, 
BabyAGI

LangChain

Context window 
is rarely a concern

AutoGen

OpenDevin

Claude Code

Codex

Gemini CLI



Unique properties of common security tasks

Response

Code (Repo)

Prompt

e.g.,
Is this buggy?

Is this variable tainted?
Extract call graphs

(i.e., code analysis)

co
nt

ex
t w

in
do

w

1) |PROMPT| >> |Response|
2) Throughput: #exec/s

Fuzzing: 5000 exec/s x 60k vCPU
LLM: 15 req/s x #services (4!)

3) Latency (end-to-end):
Fuzzing: <1ms
LLM: 1 – 10 min? (500-5000 tok/s)

4) Non-determinism → opportunistic uses 

Fuzzing: no FP (crash input)
LLM: creative …

5) ∃ oracle
(e.g., sanitizers in fuzzer)



Adopting LLM everywhere in Atlantis CRS!



Adopting LLM everywhere in Atlantis CRS!

Diversity was the key principle
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Typical Challenge Workflow
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Typical Challenge Workflow
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Typical Challenge Workflow
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Typical Challenge Workflow



Typical Challenge Workflow
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Standard Fuzzing



How to make fuzzing language-agnostic?



Atlantis-Multilang: abstracting them with LLM



Overview of Atlantis-Multilang



Overview of Atlantis-Multilang

LLM Usage: X

LLM Usage: High

LLM Usage: Mid

LLM Usage: Low
LLM Usage: Mid



Low Usage: Dictionary-Based Input Generation

● Observation
○ Fuzzers often get stuck on comparison statements

○ (non-reasoning) LLMs work well for small datasets



Low Usage: Dictionary-Based Input Generation

1) Given an executed function, generate tokens

2) Mutate the input with generated tokens

1) Executing an input 2) Collect executed functions

…

ngx_http_process_request_headers

…

3) Generate tokens for each function

ngx_http_process_request_headers:

  {GET, POST, …}

4) Mutate the input



Low Usage: Dictionary-Based Input Generation

1) Given an executed function, generate tokens

2) Mutate the input with generated tokens

1) Executing an input 2) Collect executed functions

…

ngx_http_process_request_headers

…

3) Generate tokens for each function

ngx_http_process_request_headers:

  {GET, POST, …}

4) Mutate the input

How about analyzing an input structure?



Mid Usage: LLM-Opinionated Structured Input Generation

INPUT ::= COMMAND_CNT { size: 4 }
          COMMAND[COMMAND_CNT]

COMMAND ::= SET_SIZE
          | SET_FILTER

SET_SIZE ::= OPCODE { size: 4, value: 0 }
             SIZE { size: 4 }

SET_FILTER ::= OPCODE { size: 4, value: 1 }
               SIZE { size: 4 }
               DATA { size: SIZE }



Mid Usage: LLM-Opinionated Structured Input Generation

INPUT ::= COMMAND_CNT { size: 4 }
          COMMAND[COMMAND_CNT]

COMMAND ::= SET_SIZE
          | SET_FILTER

SET_SIZE ::= OPCODE { size: 4, value: 0 }
             SIZE { size: 4 }

SET_FILTER ::= OPCODE { size: 4, value: 1 }
               SIZE { size: 4 }
               DATA { size: SIZE }

Can LLM directly find bugs and generate input blobs?



High Usage: Program Analysis and Bug Finding

● How can we scale up LLM’s code analysis?

● How can we avoid hallucination?

● How can we integrate and coordinate multiple LLM response?



- Instead of asking LLM to return 
“AAAAAAAAAA…”

- Create a python script that generates a 
single blob
- def create_payload() –> bytes:
- return “A”*1000

- LLM results are not deterministic

Blobgen Agent

BGA

Blobgen Agent

A

B C

D E

A

B C

D E

Blobgen
A->D A

B C

D E

Blobgen
A->D

Blobgen (A->C) Blobgen (A->D)



Final Goal

Workflow

Context (LLM may have knowledge)

Example (single shot)

Gaslighting



Added XML-style tags

- Anthropic: Use XML tags to structure your 

prompts

Referred line number format ([#])

- Microsoft: RUSTASSISTANT: Using LLMs to 

Fix Compilation Errors in Rust Code

- Additional “:” to separate the code and line 

number

https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf


Let LLM think two phases



+ Crash Logs, Failure Logs

Self-Evolving Exploit Generation



Building Domain Knowledge

Prepare the description and exploit guide
for each high-level vulnerability category



Different models have different characteristics?

Even within the same model family?

Newer model can have an insufficient training dataset?

It is possible that each model 

may require different prompts 

to achieve the best result

Internal Pilot Testing Results



For exploit generation, Claude Sonnet 4 was efficient

Internal Pilot Testing Results



Patching CRS: Ensemble of six agents
Diverse use of 

LLMs

Diverse LLM architecture



Patching CRS: deterministic workflow

• Motivation
• Fault localization → patch generation
• Simple, deterministic workflow with sophisticated tools (vs. multi-retrieval)

(e.g., symbolic lookup, stack recovery, type def, reverse execution, etc)



Patching CRS: sub-agent design

• Motivation
• Reverse engineered Claude Code and replicated its architecture
• Simple tools, sub-agent architecture (read-only tool)



Patching CRS: multi-agent design

• Motivation
• Agent as tools → a supervisor agent manages other agents
• Shared memory among agents for code snippets



Ensemble! 



Q. How well other teams did in AIxCC?
https://arxiv.org/abs/2602.07666



PoV Generation Patch Generation

Taxonomy of 50+ bug finding and patch techniques from 7 finalist teams

Q. How well other teams did in AIxCC?
https://arxiv.org/abs/2602.07666



PoV Generation Patch Generation

Taxonomy of 50+ bug finding and patch techniques from 7 finalist teams

Q. How well other teams did in AIxCC?
https://arxiv.org/abs/2602.07666

Wide spectrum of design 
choices in bug discovery!

LLM just dominated!



Q. How does cli agents work for patching?
modern



Q. How does cli agents work for patching?Given the same scaffolding, we can 
see the model quality enhances the 

precession of generated patches



Q. How does cli agents work for patching?Scaffolding matters 
more than models



Q. Does “ensembling” still work?



Q. Does “ensembling” still work?
The combined result always 

outperforms the best of 
ensembled agents!



What’s Next?

1) oss-crs: Standard CRS interface (RFC)
(selected for an official Linux Foundation project)

2) crs-bench: Standard benchmark (RFC) 
3) 0-day bug hunting ☺

It’s time for real-world AIxCC!

Ref. https://github.com/ossf/oss-crs



OSS-CRS: Liberating AIxCC CRS for Real-World Use
(WOOT’26)

Ref. https://github.com/ossf/oss-crs

Standardized
interface

Compose multiple AIxCC
CRSs and simply all 

together



1) crs-bench: Standard benchmark (RFC) 
2) oss-crs: Standard CRS interface (RFC)

(selected for an official Linux Foundation project)

It’s time for real-world AIxCC!

Six members from Team Atlanta joined Microsoft!
Ref. https://github.com/ossf/oss-crs



CRS-Bench: AIxCC artifacts to evaluate CRS



CoTFuzz
Context-Aware Fuzzing 
(ASE’26)



0-day (under disclosure)

• A week of pilot run: $10k per bug ($170k by DARPA)

• memcached, php, questdb, wamr, wasm3, libyang, monetdb, etc, 
jq, h2database, hsqldb, questdb, OpenLDAP, Eclipse Mosquitto, 
arp-scan, FR Routing (frr) …



Team Atlanta leading Real-world AIxCC

+

Five of us joined 
MSFT!



QED Auditing: hyperscale, autonomous
auditing and pen-testing for web3

86

DEFCON CTF finalist 
('19,'22,'23,'24)
$300k+ in bug bounty

DEFCON CTF winner
(’1 5,’18,’22,’23,’24,’25)
Pwn2Own ’20
(Safari/ma cOS)
Bug bounty on Browser, 
OS, Bloc kchain

IOI G old Medalist ('15)
ICPC  World Finals 

Gold Medalist ('17 '20)
#1 Korean on Codeforces

DEFCON CTF finalist ('21)
KMO Gold Medalist

Woosun Son
g

Gyejin Lee

Sunghyeon JoYongwhi Jin

contact/investment: ping@qedaudit.io







draw me an artistic wallpaper.

a hacker is in the center.

left half of the wallpaper is for whitehat hacker.

right half of the wallpaper is for blackhat hacker.

also, it should be related to modern, digital, AI-related.



draw me an artistic wallpaper.

a hacker is in the center.

left half of the wallpaper is for whitehat hacker.

right half of the wallpaper is for blackhat hacker.

also, it should be related to modern, digital, AI-related.
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Security for AI

• Supply chain issue

• Prompt injection (XPIA)

• Model abusing

• Model backdoor

• Model extraction

• …



draw me an artistic wallpaper.

a hacker is in the center.

left half of the wallpaper is for whitehat hacker.

right half of the wallpaper is for blackhat hacker.

also, it should be related to modern, digital, AI-related.
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150+pg TRBlog Postings

https://team-atlanta.github.io/

TL;DR. Open Source + Technical Report!

SoK: AIxCC CRS OpenSSF



The world changes today.
Automated patch development is:

Fast
Scalable

Cost-effective
Available / Open-source

AI + CRS = The Future Present
https://team-atlanta.github.io/

https://team-atlanta.github.io/
https://team-atlanta.github.io/
https://team-atlanta.github.io/


draw me an artistic wallpaper.

a hacker is in the center.

left half of the wallpaper is for whitehat hacker.

right half of the wallpaper is for blackhat hacker.

also, it should be related to modern, digital, AI-related.

Thank You!
Questions?
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