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FFmpeg & (A -
@FFmpeg

Hi @AMD. FFmpeg developer @quink_Lamy is not happy with your Al slop
patches.

ili commented two days ago Memb

nsure a thorough manual review of all Al-generated code before submission. Document on how to use pacman to install gcc al
commit message is far from necessary, and add an option const named 8 with value 8 is unnecessary.

rated code tends to be verbose; it requires the developer's own judgment and cleanup.

4:09 PM - Jan 29, 2026 - 204.3K Views




Daniel Stenberg @ - Following
Daniel Stenberg curl CEO. Code Emitting Organism
Tw -
curl CEO. Code Emitting Organism ' ®
. 3mo - Edited The #curl project will not accept or otherwise handle any vulnerability
reports during the month of July 2026. We call it the curl summer of bliss.

That's it. I've had it. I'm putting my foot down on this cra
https://Inkd.in/dXGvKk56

1. Every reporter submitting security reports on #Hacker

answer this question:
curl summer of bliss

daniel.haxx.se

"Did you use an Al to find the problem or generate this s

(and if they do select it, they can expect a stream of proof of actuarl intelligence follow-up
questions)

2. We now ban every reporter INSTANTLY who submits reports we deem Al slop. A
threshold has been reached. We are effectively being DDoSed. If we could, we would

charge them for this waste of our time.
We still have not seen a single valid security report done with Al help.

O® & 6,698 - 265 Comments
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CYBER

CHALLENGE

WHAT IS AIXCC?

E A competition that rewards autonomous systems that
find and patch vulnerabilities in source code.

E The challenges are

E The are realistic or real.

[T

Is worth more than finding.

M

Code and data will be released open source.
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To help secure our critical infrastructure, teams created custom
CRSs that competed in the AIXCC Semifinal Competition.
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ExemplarCVE2021-43267 on Linux

static bool tipc_crypto_key_rcv(struct tipc_crypto *rx, struct tipcimsg *hdr)| {
struct tipc_aead_key +skey = NULL;

ulé size = msg_data_sz(hdr);
[ua +data = msg_data(hdr); ]

VES Allocate memory for the key x/
skey = kmalloc(size, GFP_ATOMIC);
if (uplikely(!skey)) {
pr_err("%s: unable to allocate memory for skey\n", rx->name);
gopto exit;

/* Cogy key from msg data x/

skey-~keylen = ntohl(+((__be32 #)(data + TIPC_AEAD_ALG_NAME)))
memcpy(skey-~alg_name, data, TIPC_AEAD_ALG_NAME); ,l
memcpy (skey-~key, data + TIPC_AEAD_ALG_NAME + sizeof(__be32), skey->keylen);




Where LLMshould look at?

[ README 5[5 License

Linux kernel

There are several guides for kernel developers and users. These guides can
be rendered in a number of formats, like HTML and PDF. Please read
Documentation/admin—-guide/README.rst first.

In order to build the documentation, use *“make htmldocs™ " or
"“make pdfdocs®*. The formatted documentation can also be read online at:

https://www.kernel.org/doc/html/latest/

lines of code?

y,

GitHub

VS.
64-200K
Context
window




Harnessa program interacting with Linux

VES =3
* Blob begins with a 4 byte command count
* [4-bytes command count]

* Currently there are two commands:

Xk

* [4-bytes size] [4-bytes send flags] [size-bytes packet datal
*| 1 — send a netlink packet
*

[4-bytes Message Typel [4-bytes Message Flags] [4-bytes Netlink Protocol] [4-bytes size] [size bytes data

* blob_size MUST be a trusted value

*/

int harness( uint8_t *blob, uint32_t blob_size)

{ LR }
Userspace
Kernel

static bool tipc_crypto_key_rcv(struct tipc_crypto *rx, struct tipc_msg *hdr) {
struct tipc_aead_key *skey = NULL;
ulé size = msg_data_sz(hdr);
u8 *data = msg_data(hdr);

I



Proof-of-vulnerabillity: finding a bug (PoV)

VES =3
* Blob begins with a 4 byte command count l
* [4-bytes command count]

* Currently there are two commands:

* @ - send a pack¢t blob _MﬂMﬂX
* [4-bytes sigze] [4-bytes send flags] [size-bytes packet data]

* 1 — send a netljink packet
*
*

[4-bytes Megsage Typel [4-bytes Message Flags] [4-bytes Netlink Protocol] [4-bytes size] [size bytes datal
blob_size MUST b¢ a trusted value

*/
int harness([uints_t *blob,] uint32_t blob_size)
{ LR } |

l Userspace

static bool tipc_crypto_key_rcv(struct tipc_crypto *rx, struct tipc_msg {
struct tipc_aead_key *skey = NULL;
ulé size = msg_data_sz(hdr);

msg_data(hdr);

u8 +data




Static Analysis vedReachability(PoV)

static bool tipc_crypto_key_rcv struct tipc_msg *hdr) {
struct tipc_aead_key +skey
ulé size|= msg_data_sz(hdr)

u8 *data

/* Allocate memory for the key %7 VS
skey = kmalloc(|sizel, GFP_ATOMIC);
if (unlikely(!skey)) {

pr_err("%s: unable to allocate memory for skey\n", rx->name);

msg_data(hdr);

goto exit;

/* Copy key from msg data */

skey-~keylen = ntohl(+((__be32 *)(data + TIPC_AEAD_ALG_NAME)));
memcpy(skey-~alg_name, data, TIPC_AEAD_ALG_NAME);

memcpy (skey-~key, data + TIPC_AEAD_ALG_NAME + sizeof(__be32), skey--keylen);

OOB memory write
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Proof-Of-Vulnerability (POV) PATCH DELTA SCAN
E Input data to reproduce vulnerability E Unified diff source code fix for E Challenge analyzing base code plus
crash in harness vulnerabilities applied diff changes

FULL SCAN
SARIF Assessment BUNDLE
. . . i E Challenge analyzing entire code
E Structured reporting format for E Grouping of related PoV, patch, base

vulnerability details and SARIF submissions



All projects we adapted into challenges
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TEAM ATLANTA $4,000,000




Scoreboard breakdown

Vulnerability | Program SARIF

Team % Discovery Repaid | Assessment| Bunde

Total Correct Score Score Score Score
Taam Srnra Qi thmiccinn (r) N/NQ) (DD Q) (QARQ) (RDI\
Team Atlanta (9caa56) 392.76 | 9127% 79.71 171.10 5.99 136.38
Trail of Bits (309958) 219.35 | 89.33% 52.49 101.21 1.00 65.29
Theori (3fad2e) 210.68 | 44.44% 58.12 110.34 4.97 53.57
All You Need IS A Fuzzing Brain (1b9bb5) | 153.70 | s53.77% 54.81 77.60 6.52 28.28
Shellphish (463287) 135.89 | 94.83% 47.94 5431 8.47 25.29
42-b3yond -6ug (ee79d5) 105.03 | 89.23% 70.37 14.22 9.80 10.97
Lacrosse (e87a4d) 9.59 42 86% 1.68 5.43 0.00 3.62

Team Score = 2 Challenge Scores

Challenge Score = AM = (VDS + PRS + SAS + BDL)
AM=1-(1-1r)*




Scoreboard breakdown

Vulnerability | Program SARIF

Team % Discovery Repaid | Assessment| Bunde

Total Correct Score Score Score Score
Team Score Submission (r (VDS) (PRS) (SAS) (BDL)
Team Atlanta (9caa56) 392.76 | 9127% 79.71 171.10 5.99 136.38
Trail of Bits (309958) 219.35 | 8933% 52.49 101.21 1.00 65.29
Theori (3fad2e) 210.68 | 44.44% 58.12 110.34 4.97 53.57
All You Need IS A Fuzzing Brain (1b9bb5) | 153.70 | s53.77% 54.81 77.60 6.52 28.28
Shellphish (463287) 135.89 | 94.83% 47.94 5431 8.47 25.29
42-b3yond -6ug (ee79d5) 105.03 | 89.23% 70.37 14.22 9.80 10.97
Lacrosse (e87a4d) 9.59 a22804 | 168 5.43 0.00 3.62

Team Score = 2 Challenge Scores

Challenge Score = AM - (VDS + PRS + SAS + BDL)
AMI=1-(1-1r)*




FINAL ROUND DATA POI

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

(PoV Path,SAI, o a Bundle)
Real World Vulns discoverec S 1 i 2

18

Average time to patch Total LLM queries

45 min 1.9M

Total LOC analyzed LLM Spend

54M $82k




@ OpenAl #
Our general-purpose reasoning models solved all 12 problems at the 2025

DeepMind and OpenA] achieve IMO Gold_ What International Collegiate Programming Contest (ICPC) World Finals, the

world’s top university programming competition which was enough for a

does it a" mea n? 1st-place human ranking.
What we know, what we would like to know, and what it may take years to know ©_ Mostafa Rohaninejad
v 1/n
ERNEST DAVIS AND GARY MARCUS
e JUL 22, 2025 I'm really excited to share that our @OpenAl reasoning system got a

perfect score of 12/12 during the 2025 ICPC World Finals, the premier
collegiate programming competition where top university teams from
around the world solve complex algarithmic problems. This would ...

IMO

INTERNATIONAL MATHEMATICAL OLYMIPIAD

DEEPMIND OPENAI|




OpenAI Codex v0.11.0
# Welcome to Claude Code
codex session
workdir: /Users/taesoo/Downloads/aops
model: codex-mini-latest
provider: openai
approval: untrusted

sandbox: read-only
reasoning effort: medium
reasoning summaries: auto

Press Enter to continue

$ copilotTp

mil RaglWe W9 AE Wa 6 ¢ cpAIMEQL T G 1.



Example: Surprisingly good at complex tasks and
bad at stupidly simple ones at the same time!

OpenAl %
Our general-purpose reasoning models solved all 12 problems at the 2025
International Collegiate Programming Contest (ICPC) World Finals, the
world’s top university programming competition which was enough for a
1st-place human ranking.

"What month has the letter X in it?"

*, Mostafa Rohaninejad

9 0:03 1n
I'm really excited to share that our @OpenAl reasoning system got a
@ g] perfect score of 12/12 during the 2025 ICPC World Finals, the premier

collegiate programming competition where top university teams from
around the world solve complex algorithmic problems. This would ...

That would be December! It's got that sneaky little “x" in there.

The car wash is only 100m away
from my house, should | walk or
drive?

Walk.
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Do we really understand Al/LLM?

OUT U1t q¢ Ul RUDN W

you maximize the utility of LLM?

Attention Is All You Need
Ashish oam Shazeer” Niki Parm Jakeb U:
Googl Brain Goo, are Goagle
i3 m
Llion Jones* omez* | Lukasz Kaiser
Google Researc nto Google B
i = "
Tllia Polosukhin® *
ukhin@gmail



Embryology helps you

DO We r - figure out why a baby Do you ever have

cries? teenagers?

( O?‘;i‘ ‘\: = ( 6i.$ ;\h
A4 & '

5 )
> EMBRYO ‘ara
ORI
\ DEVELOPMENT je512
t.’ ox"}
: \;‘t\ Cor

More effective to just —
experience them!

Attention Is All You Need

Ashish Vaswani* Noam Shazeer* Niki Parmar®  Jakob Uszkoreit*
Google Brain Google Brain Google Rescarch  Goagle Rescarch
i nikip® le.com 1

.com

Llion Jones* Aidan N. Gomez* | Lukasz Kaiser®
Google Research University of Toronto Google Brain
i1 @ adene d

Tilia Polosukhin® ¢
i11ia. polosukhindgmail.com

. ! Today LLMs behave
— more like teenagers —




Journey: started as-8keptics

Evaluate all LLMs;
but clearly not ready.

Lots of prompting techs:
AIXCC CoT, Tol SC,etc
announced

8/2023 1/2024 8/2024 1/2025 8/2025



thebes &

U
A

so a couple days ago i made a shitpost about tipping chatgpt, and

\J O u r n ey : Starte d aS someone replied "huh would this actually help performance”

so i decided to test it and IT ACTUALLY WORKS WTF

Evaluate all LLMs;
but clearly not ready.

GPT-4-1106-preview gives longer responses when offered a tip
3360 (11%)

Lots of prompting techs:
AIxCC CoT, Tol SC,etc
announced

=5)

3223 (6%)

8/2023 1/2024 8/2024
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2949 (-2%)

T T T
"I won't tip" "I will tip $20" "I will tip $200"




#Principle Prompt Principle for Instructions

If you prefer more concise answers, no need to be polite with LLM so there is no need to add phrases like

1
l O l I r n e " St E l rt e d “please”, “if you don’t mind”, “thank you”, “I would like to”, etc., and get straight to the point.
u 2 Integrate the intended audience in the prompt, e.g., the audience is an expert in the field.

3 Break down complex tasks into a sequence of simpler prompts in an interactive conversation.

Employ affirmative directives such as ‘do,” while steering clear of negative language like ‘don’t’.

) ‘When you need clarity or a deeper understanding of a topic, idea, or any piece of information, utilize the
Evaluate all LLMs; following prompts:

o Explain [insert specific topic] in simple terms.

but clearly not ready.

5 o Explain to me like I'm 11 years old.
o Explain to me as if I'm a beginner in [field].
. o Write the [essay/text/paragraph] using simple English like you’re explaining something to a 5-year-old.
LOtS Of pro m ptl ng teC hs 6 Add “I'm going to tip $xxx for a better solution!”

AIXCC CoT, Tol SC,etc
announced

8/2023 1/2024 8/2024 1/2025 8/2025

Discovering magic tricks in Primitive discussions:

prompts:

gaslighting, tipping,
affirmative, etc

e.g., udiff gen? search
replace? full function gen?

[Ref. Principled Instructions Are All You Need for Questioning LLaMi2, GPTF3.5/4,
2024/011



Journey: context window Is fundamental prob

® Fine-tuning API
(O-shot, few-shot, many-

shot)

® GPTF4 Turbo
AIXCC 128K
announced
i/2023 1/2024 8/2/024 1/2025 8/2025




Common Gen Al usages vs. security tasks

(i.e., code analysis)
= =

(Yes/No?)

Response €.9.,

Is this buggy?

e.g.,

Code (Repo
Prototype a website (Repo)

Write me an essay

Is this variable tainted?
Extract call graphs

context window

<
<«

Differences in request and response ratios



Journey: context window is fundamental prob

® Fine-tuning API

(O-shot, few-shot, many- Context window

Is rarely a concern

shot)

® GPTF4 Turbo
AIXCC 128K
announced
/2023  1/2024 mwom 1/202m

8/2025




Journey: agentic revolution started (code agel

? ReAct,
AutoGPT
BabyAGI

AIXCC ?® AutoGen ? Claude Code
announced
8/2023  1/2024 12025 m 8/2025
® OpenDevin




Unique properties of common security tasks

(i.e., code analysis)

1) IPROMPT| >> |Response| 4
2) Throughput: #exec/s

Fuzzing: 5000 exec/s x 60k vCPU

LLM: 15 reqg/s x #services (4!)
3) Latency (end-to-end):

Fuzzing: <lms

LLM: 11 10 min? (5005000 tok/s)
4) Non-determinism s WY GGY! qe U

Fuzzing: no FP (crash input)

X X ~allA#l 3¢ qR21IJWB
5)m oracle

(e.g., sanitizers infuzzer)

-

e.g.,
Is this buggy?

Code (Repo)

Is this variable tainted?
Extract call graphs

e

context wrRtdow

<
<«




Adopting LLM everywhere in Atlantis CRS!

I Submission
' CP MANAGER
Challenges CRS WEB SERVER ] Challenge q CP,
CP BUILDER SARIF SARIF

BUDGET ALLOCATOR

TASK MANAGER “

POY VERIFIER
SUBMITTER

Assessment

OpenTelemetry Logs

ATLANTIS-PATCH (§6) I

LLM PROXY BUG FINDING MODULES

LLM
PROVIDERS

ATLANTIS-C (§3) ]J] [,ATLANTIS-JAVA (§4) ]]]

LiTELLM

ATLANTIS-MULTILANG (§5) ]1]

D t AK8snode 0 L i cmccmmmmmemeed L e e e eemeemecmemeeeeeememmcmmcememmemoeed

Nodes per CRS Nodes per CP

( CusTom LLM (§8) |




Adopting LLM everywhere in Atlantis CRS!

CP, ATLANTIS-SARIF (§7)

SARIF
onv pasch 1| SARIF

CP MANAGER

CRS WEB SERVER | :
CRS DB

=% Diversity was the key principle

t
LLM
PROVIDERS

[: : A k8s node :. ......................... :
Nodes per CRS Nodes per CP

Challenges ,

CP BUILDER

Logs

LLM PROXY :
LM
: Regeusts §

BUG FINDING MODULES

[', ATLANTIS-C (§3) ]l] [':&TLANTIS-JAVA (§4)]l]

( LieLLm ]1]

[ ATLANTIS-MULTILANG (§5) ]]]

( CusTom LLM (§8) |




Typical Challenge Workflow

fu

42



Typical Challenge Workflow

fuzz

[ Dockerfile

[ build.sh

[9 projectyaml

[ test.sh

language: jvm
main_repo: 'git@github.com:Team-Atlanta/cp-java—jenkins—-source.git'
fuzzing_engines:
- libfuzzer
sanitizers:
- address

43



Typical Challenge Workflow

fuzz language: jvm

main_repo: 'git@github.com:Team-Atlanta/cp-java—jenkins—-source.git'
Dockerfile ]
fuzzing_engines:

build.sh — libfuzzer
sanitizers:
project.yami| — address

test.sh

public static void fuzzerTestOneInput(byte[] data) throws Exception {
BugDetectors.allowNetworkConnections((host, port) —> host.equals("localhost"));
new JenkinsThree().fuzz(data);

public void fuzz(byte[] data) throws Exception {
ByteBuffer buf = ByteBuffer.wrap(data);
if (buf.remaining() < 4) {

return;

int picker = buf.getInt();
switch (picker) {
case 11:
testProxyConfiguration(buf);
break;
case 33:
testPlugin(buf);
break;
case 37:
testScript(buf);
break;
case 38:
testStateMonitor(buf);

break;

44



Typical Challenge Workflow

fuzz

String searchFilter = "(&(objectClass=inetOrgPerson)(cn=" + username + ") (userPassword=" + key + "))";
NamingEnumeration<SearchResult> results = dirContext.search("ou=users,dc=example,dc=com", searchFilter,
controls);

sanitizers:

1 language: jvm

2 main_repo: 'git@github.com:Team-Atlanta/cp-java—jenkins—-source.git'
Dockerfile ] .

3 fuzzing_engines:
build.sh 4 — libfuzzer

5

6

project.yami| — address

O O O O

test.sh
private String launchCommandWithCredentials(ArgumentListBuilder args, File workDir,

public static void fuzzerTestOneInput(byte[] data) throws Exceptio, @onNull String url) throws Exception {
BugDetectors.allowNetworkConnections((host, port) —> host.equals

new JenkinsThree().fuzz(data);

alhost")); EnvVars freshEnv = new EnvVars();

freshEnv.put("GIT_TERMINAL_PROMPT", "false");

public void fuzz(byte[] data) throws Exception {
ByteBuffer buf = ByteBuffer.wrap(data);
if (buf.remaining() < 4) {

Launcher.ProcStarter p = launcher.launch().cmds(args.toCommandArray()).envs(freshEnv);

if (workDir != null) {

return;

@RequirePOST

int picker = buf.getInt(); public void doGetName(

switch (picker) { N StaplerRequest request, StaplerResponse response) throws IOException {
case 11: I V> String id = request.getParameter("ID");
testProxyConfiguration(buf); String pw = request.getParameter("PW");
break; String responseString;
case 33:
testPlugin(buf);
break; try (
- Connection conn = getConnection();
testScript (buf); Statement stmt = conn.createStatement()) {
break; ResultSet rs = stmt
case 38: .executeQuery("SELECT name FROM users WHERE id = '" + id + "' AND password = '" + pw + "'");
testStateMonitor(buf); if (rs.next()) {

break;




Typical Challenge Workflow

fuzz

String searchFilter = "(&(objectClass=inetOrgPerson)(cn=" + username + ") (userPassword=" + key + "))";

NamingEnumeration<SearchResult> results = dirContext.search("ou=users,dc=example,dc=com", searchFilter,

sanitizers:

1 language: jvm

2 main_repo: 'git@github.com:Team-Atlanta/cp-java—jenkins—-source.git'
Dockerfile ] .

3 fuzzing_engines:
build.sh 4 — libfuzzer

5

6

project.yami| — address

controls);

O O O O

test.sh
private String launchCommandWithCredentials(ArgumentListBuilder args, File workDir,

public static void fuzzerTestOneInput(byte[] data) throws Exceptio, @onNull String url) throws Exception {

BugDetectors.allowNetworkConnections((host, port) —> host.equals alhost"));

EnvVars freshEnv = new EnvVars();
freshEnv.put ("GIT_TERMINAL_PROMPT", "false");

new JenkinsThree().fuzz(data);

b

public void fuzz(byte[] data) throws Exception {

if (buf.remaining() < 4) {

Launcher.ProcStarter p = launcher.launch().cmds(args.toCommandArray()).envs(freshEnv);

if (workDir != null) {

return;

@RequirePOST

int picker = buf.getInt(); public void doGetName(
switch (picker) { N StaplerRequest request, StaplerResponse response) throws IOException {
case 11: I V> String id = request.getParameter("ID");
testProxyConfiguration(buf); String pw = request.getParameter("PW");
break; String responseString;
case 33:
testPlugin(buf);
break; try (
- Connection conn = getConnection();
testScript (buf); Statement stmt = conn.createStatement()) {
break; ResultSet rs = stmt
case 38: .executeQuery("SELECT name FROM users WHERE id = '" + id + "' AND password = '" + pw + "'");
testStateMonitor(buf); if (rs.next()) {

break;




Standard Fuzzing

def Fuzz(state):
while True:

conf = Schedule(state)
inputs = InputGen(conf)
results = InputEval(inputs
state = Update(state, conf, re

- Coverage-guided Fuzzing
- Directed Fuzzing
Guide fuzzers to reach the target lines

- Hybrid Fuzzing
Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing
Use dictionary when mutating seeds

- Grammar-based Fuzzing
Use grammar of inputs for input gen./mut.

- Target-specific Fuzzing
Tailor fuzzers for the specific target program




How to make fuzzing languaggnostic?

They require
- target-specific analysis
-  or pre-defined values

Existing tools have a lot of limitations:
- Only one of C or Java is supported
- Do not support some compiler version
- Results are not good enough
- Incomplete
- Outdated
- Need manual analysis

- Coverage-guided Fuzzing
- Directed Fuzzing

P
ide f -
———— Guide fuzzers to reachithe target lines
—
- rid Fuzzing

Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing
dictionary|jwhen mutating seeds

- Grammar-based Fuzzing
Use{grammar|of inputs for input gen./mut.

- Target-specific Fuzzing
1Tai|or fuzzers for the specific target program




AtlantisMultilang abstracting them with LLM

- Coverage-guided Fuzzing
- Directed Fuzzing

i Guide fuzzers to reach|the target lines
—
- rid Fuzzing

Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing
dictionarylwhen mutating seeds

- Grammar-based Fuzzing
Use|grammar of inputs for input gen./mut.

- Target-specific Fuzzing
Tailor|fuzzers for the specific target program

Leverage LLMs to resolve!
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Overview of Atlantis-Multilang



