
AI Agents for Security:
Lessons from AIxCCand

AI security Research

Dongkwan Kim

Team Atlanta
https://0xdkay.me

https://0xdkay.me/


Who am I: Dongkwan Kim

Å Background

- ¡Ҳ44024"<"MCKUV"Rj0F0"*Cfxkuqt<"Yongdae Kim)

- ¡Ҳ46034"<"Ucouwpi"Ugewtkv{"Egpvgt"

- ¡Ҳ48026"<"IV"Rquvfqe"*Cfxkuqt<"Taesoo Kim)

- ~Now    : MS Principal Security Researcher

Å Hacker

- DEFCON finalist (Ҳ34."Ҳ36."Ҳ38."Ҳ3:."Ҳ3;)

- CTF winner (WhitehatContest, HDCON, Codegate."ҿ+

- EVH"qticpk|gt"*Ucouwpi"EVH"ұ39.Ҳ3:+

2

Research Area

Mobile & Cellular Security

Cyber-Physical & Sensor Security

Firmware & Binary Analysis

AI-Powered Security Automation

Emerging System Threat Hunter
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DARPA Grand Challenge

2004-2007
(Autonomous Vehicle) 

2012-2015
(Robotics Challenge) 

2014-2016
(Cyber Grand Challenge) 



DARPA Grand Challenge

20+ years



ỄA competition that rewards autonomous systems that 

find and patch vulnerabilities in source code.

ỄThe challenges are well -known open -source projects .

ỄThe vulnerabilities are realistic or real.

ỄPatching is worth more than finding.

ỄCode and data will be released open source.

WHAT IS AIxCC?









Exemplar: CVE-2021-43267 on Linux

Transparent
Inter-Process 
Communication
(TIPC)



30 millions lines of code?

vs.
64-200K
Context
window

Where LLMshould look at?



Harness:a program interacting with Linux

Userspace

Kernel



ΜΝΜΝΜΝΜΝΜΝΜв

Proof-of-vulnerability: finding a bug (PoV)

Userspace

Kernel

лмлмлмлмлмлΧ

x
Crashging!



Static Analysis vs. Reachability(PoV)

CodeQLReport:
kmallocόύΩǎ size_t
accepts u16

Address Sanitizer Report:
OOB memory write

VS



ìőċƣШĦŸƨŰƣƚШŉŸƖШљƚĲĦƨƖŔƣǃШƣċƚťƚњШŔŰШAIxCC?

Proof-Of-Vulnerability (POV)

ỄInput data to reproduce vulnerability 
crash in harness

PATCH

ỄUnified diff source code fix for 
vulnerabilities

SARIF Assessment

ỄStructured reporting format for 
vulnerability details

BUNDLE

ỄGrouping of related PoV, patch, 
and SARIF submissions

DELTA SCAN

ỄChallenge analyzing base code plus 
applied diff changes

FULL SCAN

ỄChallenge analyzing entire code 
base



All projects we adapted into challenges
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Ễ$4,000,000





Scoreboard breakdown

Team

Team 
Total 
Score

%
Correct

Submission (r)

Vulnerability 
Discovery 

Score 
(VDS)

Program 
Repaid 
Score 
(PRS)

SARIF 
Assessment 

Score
(SAS)

Bundle
Score
(BDL)

Team Atlanta (9caa56) 392.76 91.27% 79.71 171.10 5.99 136.38

Trail of Bits (309958) 219.35 89.33% 52.49 101.21 1.00 65.29

Theori (3fad2e) 210.68 44.44% 58.12 110.34 4.97 53.57

All You Need IS A Fuzzing Brain (1b9bb5) 153.70 53.77% 54.81 77.60 6.52 28.28

Shellphish (463287) 135.89 94.83% 47.94 54.31 8.47 25.29

42-b3yond -6ug (ee79d5) 105.03 89.23% 70.37 14.22 9.80 10.97

Lacrosse (e87a4d) 9.59 42.86% 1.68 5.43 0.00 3.62
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FINAL ROUND DATA POINTS

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discovered

18

Average time to patch

45 min

Total LOC analyzed

54M

Total spent (Compute + LLM)

$359k

Total LLM queries

1.9M

LLM Spend

$82k





$ copilot тp

љìƖŔƣĲШċШ9ÅÉШƣőċƣШĦŸůƓĲƣĲƚШŔŰШ? ÅÂ ШAIxCCњ



Example: Surprisingly good at complex tasks and 
bad at stupidly simple ones at the same time!

VS.



ÑŸĬċǃќƚШxx~ШŔƚШũŔťĲШљsċĦťШsċĦťњШƽőŸШőċƚШőŔĬĬĲŰШƓŸƣĲŰƣŔċũƚг



Do we really understand AI/LLM?

ÖŰĬĲƖƚƣċŰĬŔŰŊШљċƣƣĲŰƣŔŸŰњШőĲũƓƚШ
you maximize the utility of LLM?



Do we really understand AI/LLM? Do you ever have 
teenagers?

More effective to just 
experience them! 

Embryology helps you 
figure out why a baby 

cries?

Today LLMs behave 
more like teenagers



Journey: started as AI-skeptics

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Evaluate all LLMs;
but clearly not ready.

Lots of prompting techs:
CoT, ToT, SC, etc
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Journey: started as AI-skeptics

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Evaluate all LLMs;
but clearly not ready.

Lots of prompting techs:
CoT, ToT, SC, etc

Primitive discussions:
e.g., udiff gen? search-

replace? full function gen?

Discovering magic tricks in 
prompts:

gaslighting, tipping, 
affirmative, etc

[Ref. Principled Instructions Are All You Need for Questioning LLaMA-1/2, GPT-3.5/4, 
2024/01]



Journey: context window is fundamental prob?

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

Fine-tuning API
(0-shot, few-shot, many-

shot)

GPT-4 
32K

GPT-4 Turbo
128K

Context window 
is rarely a concern



Common Gen AI usages vs. security tasks

Prompt

Response

Response

Code (Repo)

Prompt

e.g.,
Is this buggy?

Is this variable tainted?
Extract call graphs

e.g.,
Prototype a website
Write me an essay

(i.e., code analysis)

Differences in request and response ratios

co
nt

ex
t w

in
do

w

(Yes/No?)



Journey: context window is fundamental prob?

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024 Gemini 1.5 
1 M

Fine-tuning API
(0-shot, few-shot, many-

shot)

GPT-4 
32K

GPT-4 Turbo
128K

Gemini 2.5 
2 M

Context window 
is rarely a concern



Journey: agentic revolution started (code agents) 

AIxCC
announced

8/2023 8/2024 8/20251/20251/2024

ReAct, 
AutoGPT, 
BabyAGI

LangChain

Context window 
is rarely a concern

AutoGen

OpenDevin

Claude Code

Codex

Gemini CLI



Unique properties of common security tasks

Response

Code (Repo)

Prompt

e.g.,
Is this buggy?

Is this variable tainted?
Extract call graphs

(i.e., code analysis)

co
nt

ex
t w

in
do

w

1) |PROMPT| >> |Response|
2) Throughput : #exec/s

Fuzzing: 5000 exec/s x 60k vCPU
LLM: 15 req/s x #services (4!)

3) Latency (end-to-end):
Fuzzing: <1ms
LLM: 1 т10 min? (500-5000 tok/s)

4) Non-determinism ӛШŸƓƓŸƖƣƨŰŔƚƣŔĦШƨƚĲƚШ
Fuzzing: no FP (crash input)
xx~аШĦƖĲċƣŔƻĲШв

5) ɱ oracle
(e.g., sanitizers in fuzzer)



Adopting LLM everywhere in Atlantis CRS!



Adopting LLM everywhere in Atlantis CRS!

Diversity was the key principle
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Typical Challenge Workflow
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Typical Challenge Workflow
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Typical Challenge Workflow



Typical Challenge Workflow
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Standard Fuzzing



How to make fuzzing language-agnostic?



Atlantis-Multilang: abstracting them with LLM



Overview of Atlantis-Multilang


