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Agentic Security is Here



➔A competition that rewards autonomous systems that 

find and patch vulnerabilities in source code.

➔The challenges are well-known open-source projects.

➔The vulnerabilities are realistic or real.

➔Patching is worth more than finding.

➔Code and data will be released open source.

WHAT IS AIxCC?



Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discovered

18

Average time to patch

45 min

Total LOC analyzed

54M

Total spent (Compute + LLM)

$359k

Total LLM queries

1.9M

LLM Spend

$82k

FINAL ROUND DATA POINTS



Given an OSS-Fuzz project, which contains fuzzing harnesses (program entrypoints)

● Explore: navigates the codebase to identify weaknesses.

● Reproduce: create an executable proof-of-vulnerability.

● Diagnose: triage the root cause.

● Remediate: proposes a patch that mitigates the proof-of-vulnerability.

● Techniques span fuzzing, static analysis, agents, or any combination.

A Cyber Reasoning System (CRS) is an evidence-producing autonomous 

system that participates in an end-to-end security operation.

In the setting of the AI Cyber Challenge, a CRS finds and fixes vulnerabilities.

What is a Cyber Reasoning System?





Open Sourced!



Archived

Archived

No Activity

No Activity

Active

Active

No Activity

Open Sourced! But Largely Unmaintained…



Cloud Lock-In

Infrastructure Duplication

Monolithic Design

Challenges of Running All Finalist CRSs



OSS-CRS: Open CRS Standard & Framework



CRS

Projects

Deployments

Scales with Cyber Reasoning Systems 

registered in OSS-CRS

(e.g. bug-finding, patching)

Scales with Open-Source Software 

compatible with Google’s OSS-Fuzz

(i.e. Dockerfile, build.sh, run_tests.sh)
Scales with features 

supported in OSS-CRS

(e.g. resource management)



Local Deployment



LLM Controls

Budget Management

Each CRS can be declared to run with 

maximum budget

Model Aliasing

CRS may request to hard-coded model names, 

which are forwarded to the operator’s desired 

models defined in configuration

Secret Forwarding

Alternatively, auth secrets may be forwarded 

directly to CRSs

Base URL and BYOK

Direct requests to any OpenAI-compatible 

endpoint, such as vLLM or LiteLLM

CRS
LLM Proxy

(OSS-CRS internal)
Backends

OSS_CRS_LLM_API_KEY
OSS_CRS_LLM_API_BASE OpenAI, Anthropic, vLLM



Composing CRSs



libCRS: CRS-Facing Interface



Deployed Atlantis-Multilang and Atlantis-C*

Bugs Found Using OSS-CRS

7
Vulns

4
Via Existing 
Harnesses

<$50
Per bug found

*Atlantis-Java also deployed with real findings, but the results are not included in paper



Case Study: Atlantis-Multilang on libyang



Case Study: libyang infinite recursion





Community actively working on

• New Cyber Reasoning Systems

• Deployment features (e.g. CI/CD, offline mode)

• Expanded CRS scope and capabilities (e.g. harness generation)

Get Involved

OpenSSF and the OpenSSF logo design are trademarks of The Linux Foundation. See openssf.org for more information.
This presentation was created using resources from Flaticon.com

https://github.com/ossf/oss-crs

https://openssf.org/projects/oss-crs/

http://openssf.org/
http://flaticon.com/
https://github.com/ossf/oss-crs
https://github.com/ossf/oss-crs
https://github.com/ossf/oss-crs
https://openssf.org/projects/oss-crs/
https://openssf.org/projects/oss-crs/
https://openssf.org/projects/oss-crs/
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