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Good afternoon. I’m JoonHa from syssec at KAIST. �Today I’d like to introduce a new anti-drone technology,which crashes drones via EMI Signal Injection. This is a joint work with Mangi, Jaehoon, Dongkwan and yongdae.
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Drones are becoming increasingly popular due to their mobility and affordability. They have proven to be a game changer in modern warfare, as demonstrated by their strategic advantages during the Ukrainian war.This has led to a growing interest in anti-drone technology. The development of anti-drone technology is now a top priority for many countries.
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Before we get into the details of our paper and anti-drone technologies, let’s briefly review how drone works. The flight controller, the brain of the drone, takes two inputs: one from the wireless transmission and the other from sensors. We call these channels as communication channel and sensing channel, respectively. Based on these two inputs from two channels, flight controller determines attitude and position of the drone, including the speed of rotors.It is not surprising to find out that many anti-drone solutions rely on disrupting these channels.  



Drone Neutralization Technologies

4

Type Technology Strength Weakness Response 
Time

Physical 

Machine Gun, Cost Accuracy, Collateral damage ≈ 0

Net, Colliding Drone Cost Accuracy, Reload <10 sec

Sound Swarm attack Distance, Power, Bypass, Aiming <10 sec

High-power laser Accuracy, Distance Response time, Cost, Swarm >10 sec

Electro-
magnetic

RF jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

GNSS jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

High-power EM Swarm, Distance Cost, Collateral damage ≈ 0

Targeted EM Power, Swarm, Distance Cost ≈ 0

Hijacking
GNSS spoofing Hijacking, Distance Collateral damage, Response time <10 sec

Software hijacking Cost Need vulnerability

발표자
프레젠테이션 노트
This table shows a list of anti-drone technologies along with their strengths and weaknesses.Various requirements such as accuracy, attack distance, power, cost, collateral damage, response time, and response to swarm attack should be considered for a good .anti-drone technologies. �



Previous Work: Rocking Drone [Usenix’15]
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Type Technology Strength Weakness Response 
Time

Physical 

Machine Gun, Cost Accuracy, Collateral damage ≈ 0

Net, Colliding Drone Cost Accuracy, Reload <10 sec

Sound Swarm attack Distance, Power, Bypass, Aiming <10 sec

High-power laser Accuracy, Distance Response time, Cost, Swarm >10 sec

Electro-
magnetic

RF jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

GNSS jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

High-power EM Swarm, Distance Cost, Collateral damage ≈ 0

Targeted EM Power, Swarm, Distance Cost ≈ 0

Hijacking
GNSS spoofing Hijacking, Distance Collateral damage, Response time <10 sec

Software hijacking Cost Need vulnerability

발표자
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Among these, let’s take a look at the solution using sound, called rocking drone, which was proposed by Yunmok in Usenix Security 2015. 
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How Drone Control Works
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To understand how rocking drone works, we need to understand a bit more details about the control of drone. IMU or inertial measurement unit contains multiple sensors such as gyroscope and accelerometer. �The physical quantities are measured from this IMU sensor. Then the control unit, or the main board of the drone, receives these sensor values by using serial communication.Using the IMU data, the control unit determines the target angle, and the speed of rotors.This rotation of motors change physical states of the drone, which are again measured by the IMU sensor, forming the “CLOSE LOOP” in the drone control. 
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How Rocking Drone Control Works 
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Before the attack begins, sensor values are relatively stable. (Click)First, an attacker plays a sound in a particular frequency, or resonance frequency of the gyroscope within the IMU. (Click)Then the IMU data starts resonating. (Click)One of the major contributions of the Rocking drone paper is that resonation of the gyroscope output leads to the fluctuation of the rotor speed. (Click)Because the rotor speed become quite unstable, the drone cannot continue flying. 



Rocking Drone Attack Results
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This actually shows the result. �When the attacker plays sound in a particular frequency in Region B, gyroscope sensor starts resonating as shown in the left figure. Right figure shows that the rotor speed also fluctuates significantly, as shown in Region B in the right figure. 



Paralyzing Drones with EMI Attack
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Type Technology Strength Weakness Response 
Time

Physical 

Machine Gun, Cost Accuracy, Collateral damage ≈ 0

Net, Colliding Drone Cost Accuracy, Reload <10 sec

Sound Swarm attack Distance, Power, Bypass, Aiming <10 sec

High-power laser Accuracy, Distance Response time, Cost, Swarm >10 sec

Electro-
magnetic

RF jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

GNSS jamming Cost, Distance Collateral damage, Response time, Bypass >10 sec

High-power EM Swarm, Distance Cost, Collateral damage ≈ 0

Targeted EM Power, Swarm, Distance Cost ≈ 0

Hijacking
GNSS spoofing Hijacking, Distance Collateral damage, Response time <10 sec

Software hijacking Cost Need vulnerability

발표자
프레젠테이션 노트
We call this new attack as Paralyzing drone attack, instead of Rocking drone attack. What’s the main difference?
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Rocking Drone: Control System Perspective
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Again, in case of Rocking drone, the attacker causes resonation or malfunction of the sensor. How about paralyzing drone?
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Paralyzing Drone: Control System Perspective
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(By clicking forward and backward) Do you see the difference? �Yes, the attack focuses on the communication channel between the IMU and the control unit. The wired communication between the IMU and the sensor driver is usually implemented with I2C or SPI protocol. Using “WIRELESS” “EMI” “INJECTION”, we disrupt this particular communication channel.



Q1. Distorting Communication Channel?
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The first question we had was what happened when we disrupt the communication channel?We focus on the I2C on the Arduino board. I2C bus consists of two signals: SDA is the data signal and SCL is the clock signal.By injecting noise physically on the wire, we disrupt SDA, SCL and both channels and saw what happened.Here’s the demo.  The video shows the change of sensor readings, where accelerometer (ACC), gyroscope (GYRO), magnetometer (MAG),  altitude (ALT) and heading (HEAD) values are displayed.Disrupting only SDA or SCL somewhat distorts sensor readings.When we disrupt both channels, the sensor reading looks completely random. 



Q2. Remote disturbance possible? 
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Now the second question is if it is possible to disrupt the wired I2C communication using wireless EMI signal injection. �Let’s look at the demo. �In 20 second, I turned on the signal generator and sensor reading now looks random. �Here the distance was really short. 



Q3. Remote injection possible for drone?
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In the previous experiment, we show that we successfully disrupted the WIRED communication between an IMU and a Arduino board using WIRELESS EMI injection. �Now the next question is what happens to a drone, when we run the same experiment. Around 15 sec, I will turn on the signal generator. �Please look at the drone near 15 seconds. �Then look at the sensor values afterwards. �The next demo is a remote experiment. Using 55W EMI injection, we were able to shoot down a drone from 10 meters. 



Q4. Attack Frequency? 
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발표자
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The 4th question is how to find the attack frequency.The method is very simple: Find a frequency that are more responsive through scanning. �One can measure responsiveness by measuring voltage given constant input. Here’s the result. The left graph with Arduino nano shows an interesting result. IMU, All sensors have very similar responsive frequency. In addition, by comparing with Pixhawk and DJI, all main boards have different responsive frequency.  (click)The second graph is also interesting. For a given IMU, 5 Arduino nano board have similar responsive frequency. The same is true for the Pixhawk board as well. (click)And the same pattern remains for the larger data set as well. 



Q4. Attack Frequency?  
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Now I show another interesting demo. When we turn on the signal generator, Pixhawk board receives no sensor value. Note that MultiWii board are not affected at all. �What does it mean? When we have 100 DJI drone and enemy has 100 Pixhawk drone swarming, we can shoot down only Pixhawk drones. �In other words, this is ideal to handle swarming drone. 



Q5. Response time? 
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Response time is a very important requirement for anti-drone technology. For example, I have heard that laser is getting less popular, because response time is too long (longer than 10 seconds to shoot down a drone.) In addition, when response time is wrong, one can use detect first and do something more. In paralyzing drone, drone drops after 1 sampling cycle (in other words, 0.0025 sec.).�Detection and recovery may not be possible with this response time. 



Q6. Countermeasure?
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In any EMI research, determination of POE (or point of entry) is always one of the most important experiment.In the following demo, we show that wire is not a point of entry. We then show that the board is the point of entry. In other words, shielding the mainboard could be an effective countermeasure, even though none of the current commercial drones shield their mainboard. In addition, the mainboard temperature went upto 70 degree celcius within a few seconds. So, one has to be very careful with temperature when shielding is used. 



Q6. Countermeasure?
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❖ Existing Circuit level Detect and Mitigation
– Time Offset Approach
– Dummy Circuits Apporach

❖ Detection & Recovery
– Detect the impact of EMI
– Recover or Replace the impact of EMI

❖ Shielding [Most Effective] 
– Block the injection rather than the impact of EMI

발표자
프레젠테이션 노트
이 슬라이드 별로 필요 없을 것 같고 시간도 없을 듯. 



Conclusion
❖ Advantages of Paralyzing Drones

– The attack frequency is determined by the main board  Swarming
– Very narrow frequency  lesser collateral damage, lesser power
– Within a single sampling time  no time for detect and recovery

❖ Future work (commercialize)
– Analysis of countermeasures
– Analysis with more drones
– Analysis for more efficient and effective EMI injection
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Compared to existing solutions, Paralyzing drone is a very effective anti-drone solution. A typical anti-drone solutions consist of “Detection and Identification” solution and “neutralization” solution. Therefore, if “detection and identification” can give the device model, one can shoot down swarming drone with our solution. Because attack frequency is very narrow, it incurs lesser collateral damage while saving power. Because it can neutralize a drone within a single cycle, there is no time for detect and recovery. We plan to extend this technology to the limit. We need to understand potential countermeasures and collateral damages better. In addition, we need experiments with more drones with different frequencies. Finally, we might still need to find more efficient yet effective EMI injection. 



Thank you!
Joonha Jang (cyber040946@kaist.ac.kr)

Mangi Cho (mgcho0608@kaist.ac.kr)

https://sites.google.com/view/paralyzing-drones-via-emi
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Thank you very much. 

https://sites.google.com/view/paralyzing-drones-via-emi


How is this Working
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1. Back door EMI coupling(Radiative) on Control unit
2. Signal distortion in the digital signal of the communication channels

between the IMU and control unit.
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- 드론 시장이 실제로 많이 성장한 것을 요즘 느낀다.- 물류배달은 코로나로 인해 더 주목 받았다.드론을 군용으로 사용하는 드론봇 전투부대가 2018년 창설되었다, 북한 영상 유투브 / 대륙간 탄도미사알- 사람이 접근하기 힘든 장소에 드론을 투입하는 경우가 늘어나는 등 드론의 활용도는 계속 커질것 같다. 



POE (Point of Entry)
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POE (Point of Entry)
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Experiment Setup
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