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ABSTRACT

Long Term Evolution (LTE) is becoming the dominant cellular networking technology, shifting the cellular

network away from its circuit-switched legacy towards a packet-switched network that resembles the Internet. To

support voice calls over the LTE network, operators have introduced Voice-over-LTE (VoLTE), which dramatically

changes how voice calls are handled, both from user equipment and infrastructure perspectives. We find that this

dramatic shift opens up a number of new attack surfaces that have not been previously explored. To call attention to

this matter, this paper presents a systematic security analysis.

Unlike the traditional call setup, the VoLTE call setup is controlled and performed at the Application Processor

(AP), using the SIP over IP. A legitimate user who has control over the AP can potentially control and exploit the

call setup process to establish a VoLTE channel. This combined with the legacy accounting policy (e.g., unlimited

voice and the separation of data and voice) leads to a number of free data channels. In the process of unveiling

the free data channels, we identify a number of additional security problems of VoLTE implementations, which

lead to serious exploits, such as caller spoofing, over-billing, and denial-of-service attacks. We identify the nature

of these vulnerabilities and concrete exploits that directly result from the adoption of VoLTE. We also propose

immediate countermeasures that can be employed to alleviate the problems. However, we believe that the nature

of the problem calls for a more comprehensive solution that eliminates the root causes at mobile devices, mobile

platforms, and the core network.

Keywords — VoLTE, Accounting, Security, Cellular Networks
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Chapter 1. Introduction

1.1 Motivation
Due to the increasing demand for data-centric services, mobile network operators are quickly moving towards

high-speed networks. With higher bandwidth and lower latency, Long Term Evolution (LTE) has become the

dominant cellular network technology in recent years. One distinctive feature of LTE is the way it delivers data

such as voice and SMS; LTE operates through packet-based switching, whereas traditional cellular networks (e.g.,

2G or 3G) rely on circuit-based switching for their voice service. To reliably serve voice calls on a packet-switching

only network, mobile network operators have adopted, deployed and recently started a service for end-users, called

Voice-over-LTE (VoLTE) [17], which is similar to a Voice-over-IP (VoIP) service in spirit.

Today, mobile network operators are aggressively deploying VoLTE services: by April 2015, 16 operators in 7

countries had commercially launched VoLTE services, and 90 operators in 47 countries are investing to deploy

VoLTE services in the near future [13]. Despite this fast-moving trend, little research has been conducted to

systematically examine security issues in the upcoming VoLTE services, not only in terms of their end-facing

interfaces but also their cellular infrastructure.

The use of packet-switching in VoLTE opens a large attack surface that has not been seriously considered thus

far. In circuit-switching mobile networks, the signal processing is conducted by a communication processor (CP)

in a mobile phone, whose detailed implementation is proprietary to a few chip manufacturers. On the contrary,

VoLTE-compatible devices perform signal processing purely in their application processor (AP): e.g., initiating

Session Initiation Protocol (SIP) [30]. As with general-purpose computers, VoLTE relies solely on Internet Protocol

(IP) for packet delivery. Consequently, well-known offensive techniques targeting the IP are also applicable for

abusing or attacking VoLTE-based devices.

Several studies exploring potential attacks and countermeasures in SIP and VoIP services have been conducted,

including, for example, works on breaking authentication [8], bypassing accounting [37], mounting man-in-the-

middle attacks [36], introducing various attacks by a hacker [25], and even standardizing basic security issues such

as credentiality, integrity and authenticity, by communities [4, 5, 7, 35].

Since VoLTE operates on the cellular network, it is not only exposed to VoIP-related issues, but also inherits

security issues from the cellular network, such as adversaries being able to interpose the signal processing itself. For

example, unlike VoIP services, the LTE network provides a communication channel (which is called a bearer) with

guaranteed bandwidth, once a VoLTE call is established. As it becomes easy to interpose call signaling with VoLTE

functionality, an adversary can create and utilize private communication channel for peer-to-peer data exchange,

which is not a supported feature in cellular networks. Furthermore, since most operators do not charge the use of a

dedicated channel for VoLTE service, an adversary can utilize it without being charged.

More seriously, its implementation caveats in authentication and session management for VoLTE make its

infrastructure vulnerable, and, therefore, an adversary can easily mount various attacks that bypass the security

policy of VoLTE.

Regarding problems with user equipment (UE), VoLTE opens a security loophole whereby an adversary can

make a call without suitable permission for voice, since the current permission model for Android devices is only

suitable for legacy circuit-switching calls.
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1.2 Research Direction and Contribution
In this paper1, we first present problems of commercially deployed VoLTE services in 5 operators in the

United States and Korea 2. These problems are mainly caused by legacy policies and the immature software

infrastructure of VoLTE. To show the motivation for addressing these problems, we demonstrate various attacks

that (1) piggyback a hidden, free data channel (e.g., free extra bandwidth to the adversary), (2) bypass VoLTE’s

accounting system (e.g., direct calling bypassing the charging server), and (3) abuse the VoLTE service (e.g., caller

spoofing, overbilling attack).

In addition, we propose immediate and potential countermeasures for these problems. For immediate solutions,

1) operators may deploy DPI (Deep Packet Inspection) for detecting a hidden data channel, 2) strict session

management on both the phone and operator side is required, and 3) cellular gateways have to be fixed to prevent

hidden channels. As a longer term solution, we suggest changing the accounting policy of operators, and tighter

security implementation at the mobile devices. To completely eliminate problems, however, cellular operators,

device manufacturers, and mobile platform providers must draw up a comprehensive solution.

To summarize, we make the three following contributions:

• To the best of our knowledge, this is the first attempt to analyze the security loopholes of commercially

deployed VoLTE services. We found three previously unknown security issues on VoLTE: 1) hidden data

channels in VoLTE services, 2) mis-implementation of the cellular operators, and 3) fundamental problems

in the mobile devices.

• To address these problems, we successfully demonstrate an attack that enables a free data channel, and

various abuse attacks including call spoofing and denial-of-service. At the time of the submission, all bugs

and exploits are reported to operators.

• We proposed effective, immediate countermeasures, and further devise a long-term and comprehensive

solution that can eliminate current security issues in the VoLTE service.

1.3 Thesis Structure
The rest of the paper is organized as follows. Chapter 2 presents an overview of the VoLTE system with the

network architecture and call setup procedure including the accounting policy of real operators. In Chapter 3,

we introduce current problems and threats of deployed VoLTE services through an analysis of VoLTE call flow.

We explain the details of hidden data channel attacks and implementation details along with the measurement

results in Chapter 4. Chapter 5 describes possible attacks caused by several implementation flaws in the VoLTE

service. In Chapter 6, we provide countermeasures of our attacks and discuss immediate and fundamental solutions.

Chapter 7 includes related work, and we conclude our study and present directions for future work in Chapter 8.

1Most of this thesis is originated from our CCS paper [22].
2We performed experiments on 6 operators, but we failed to connect to one operator’s VoLTE service, unlike its advertised service coverage.
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Chapter 2. VoLTE Overview

2.1 LTE Network Infrastructure
A cellular network comprises of two architectural components: an access network that the UE connects to,

and a core network that supports its cellular infrastructure. Figure 2.1 illustrates the two-folded architecture of 3G

and LTE networks. The access network (left side) is a radio connection where the UE accesses a base station (e.g.,

NodeB in 3G and evolved NodeB, eNodeB in LTE in short). On the other hand, the core network (gray region)

handles service-level connections such as voice calls and the Internet (e.g., PSTN in 3G and IMS [3] in LTE). IP

Multimedia Subsystem (IMS) offers IP-based voice calls and multimedia services by using the SIP (bottom), and

Public Switched Telephone Network (PSTN) provides a typical public telephone network (top). 4G GWs in the core

network consist of Serving Gateway (S-GW) and P-GW. S-GW is a mobility anchor for inter eNodeB handover

and relays the traffic between 2G/3G systems and P-GW. Meanwhile, the P-GW manages the PDN connection

between a UE and a service. It is also responsible for packet filtering and charging, which are crucial functions for

preventing accounting bypass and service abuse attacks.

MSC

3G GWs

PSTN

MME

4G GWs
eNodeBUE

NodeBUE

IMS

PS

CS

Internet

Internet

3G

4G LTE PS

control plane data plane

Figure 2.1: Two-folded architecture of 3G and LTE networks. Mobility Management Entity (MME) in LTE stands

for user mobility.

The major difference between 3G (top) and LTE (bottom) networks is in the way they deliver data in the

core network. The 3G network separates network domains into packet-switching for the Internet connection and

circuit-switching for phone calls. The mobile switching center (MSC) in the circuit-switching domain transfers

voice calls, and the 3G gateways enable data communication in the packet-switching domain. In contrast, the LTE

network only operates through the packet-switching domain; as it does not have a circuit-switching domain, its
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voice calls either fall back into the 3G network (also known as Circuit Switched Fallback, or CSFB in short) or the

LTE provides a VoLTE solution to transfer both voice calls and data to the packet-switching domain, which does

not require any fallback to the 3G circuit-switching network.

2.2 VoLTE Service
The VoLTE service is introduced to deliver voice calls over the packet-switching based LTE network. The

service utilizes an IMS network based on SIP, similar to VoIP service over the LTE network. To establish a voice

call, a UE follows standard procedures as depicted in Figure 2.2.

eNodeB MME S/P-GW

Radio setup

EPS Registration, default bearer setup

IMS registration and user authentication

IMS VoIP session setup

EPS dedicated bearer setup

Media Session

IMS VoIP session and dedicated bearer release

Media
ProxyCSCF

1

2

3

4

5

6

7

Figure 2.2: Overview of packet-switching and IMS protocols in VoLTE; registration and call setup between a UE

and a LTE network.

To connect to the LTE network, 1 a UE first contacts the eNodeB, and then 2 the UE registers itself to the

Evolved Packet System (EPS), establishing an Internet Protocol (IP) connection, which is identified by a default

bearer. Note that this IP address is different from the one used for data connection. In other words, every phone

supporting VoLTE is assigned two IP addresses: one for voice and the other for data [2]. Once the UE has an IP

connection to VoLTE, 3 the UE connects to the IMS network and the IMS server authenticates whether the device

is allowed for the VoLTE service.

If authenticated, 4 the UE can make a voice call through the SIP signaling service, provided by Call Session

Control Function (CSCF) servers. When a call session is established, 5 a dedicated bearer is created to identify

voice-related traffics and 6 all voice packets are transferred through this dedicated bearer. 7 Upon call termination,

the bearer used for the voice session is released.

Note that two bearers are used to enable a connection in the VoLTE service. The default bearer established

during the EPS registration is for call signaling. Once the default bearer has been established, all the incoming

and outgoing SIP packets are bound to this bearer. According to the 3GPP specification [1], this default bearer

has the highest priority among all possible bearers for voice or data services. The main reason for this different

prioritization is to support the QoS of a phone call, similar to circuit-switching based routing. When a phone call is

made, the IMS Packet Data Network (PDN) temporarily creates a dedicated bearer that has a lower priority than the
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default one. This dedicated bearer, however, has a higher priority than the bearers for data services. Although the

dedicated bearer has the same IMS PDN address as the default bearer, it operates by different rules that allow voice

packets with the negotiated media port to pass through the dedicated bearer.

BYE

ACK

CSCF

INVITE

183 SESSION PROGRESS

Media session

UE B

200 OK

ACK

UE A

PRACK

100 TRYING

180 RINGING

200 OK

INVITE

Figure 2.3: VoLTE signaling (SIP) flow of Call setup and tear down

2.3 VoLTE Signaling Protocol
Call Signaling. Figure 2.3 illustrates the call setup procedure between two UEs, UE-A and UE-B. This can

be considered as a more detailed version of Figure 2.2 from 4 to 7 , corresponding to the VoIP protocol. To

initiate a VoLTE call to UE-B, UE-A first generates an INVITE message and sends it to a SIP server 1. The

INVITE message contains a description of the caller’s phone number, IP address, and media characteristics: a port

number, encoding scheme, and QoS parameters for media communication. Upon receiving the INVITE message,

the SIP server responds to UE-A with a TRYING (100) message, and then it relays INVITE to UE-B after

checking if the message is valid. Upon receiving the INVITE message, UE-B responds with RINGING (180)

and SESSION PROGRESS (183) to indicate its call session is being processed. In response to the SESSION

PROGRESS message, UE-A sends a progress ack (PRACK) message.

If the user accepts the call at UE-B, it sends an OK (200) message containing information similar to the

INVITE message. When the SIP server receives the OK (200), it routes this message to UE-A and starts charging

the calling session. As soon as UE-A receives the OK (200), an end-to-end media session for voice data is

established between UE-A and UE-B. This media session contains a dedicated bearer for both UE-A and UE-B, and

a media proxy in the IMS network. Typically, this media session is implemented using RTP (Real Time Protocol)

on top of UDP. When either of the UEs wants to terminate the call, it sends a BYE message to the SIP server. Upon

1In this paper, for simplicity, we use the SIP server to represent all Call Session Control Function (CSCF) servers in the IMS network.
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receiving such a message, the SIP server stops charging the call session and routes the BYE message to the other

UE, and terminates the media proxy.

Call Management in the UE. After a call session is established, UEs transfer voice data to each other through the

established media channel. The smartphones used for our experiment have two processors: an application processor

(AP) for running the smartphone operating system (e.g., Android) and user applications; and a communication

processor (CP) for handling radio access and radio-related signaling.

Call signaling is handled by a SIP client running in the AP. This SIP client binds its socket on a specific port

(default: 5060) to communicate with SIP servers. Meanwhile, the CP has a digital signal processing (DSP) module

that handles radio communication with base stations as well as audio data from a speaker and a microphone. Upon

receiving voice traffic from a radio channel, the CP processes the voice packets and forwards only audio data to the

AP, which lessens the computational burden of the AP.

2.4 Mysteries of VoLTE
Accounting of VoLTE calls. While VoLTE is implemented on the packet-switching network (i.e. it runs on IP), it

applies a legacy time-based charging policy as in 3G networks. Traditionally, a voice call delivered through the

circuit-switching network is charged according to the duration of time it occupies the channel (e.g., $15 for 225

minutes). In contrast, data connection through a packet-switching network is charged based on byte-usage (e.g.,

$15 for 1GB). As VoLTE utilizes only a packet-switching network, it consumes the same byte-usage as for the data

connection. Despite this, it is quite odd that the majority of carriers still charge the voice service by time duration.

This discrepancy could complicate accounting procedures, since different IP addresses are used for both data and

voice, and their accounting units are different. Furthermore, many operators recently provide unlimited calls among

VoLTE users as a default pricing plan, which could be used as a free data channel, if exploited.

VoLTE solution in device. As described in §2.3, the call signaling procedure in 3G is handled in CP. Because

the details of CP is not disclosed to the public, a malicious application installed on a mobile device cannot easily

manipulate the call signaling. However, in VoLTE, as the call signaling is handled in AP, it could open a new

attack surface to an adversary that she can directly manipulate the call signaling and perform malicious behaviors.

Therefore, to diagnose the potential vulnerabilities of newly adopted VoLTE, we performed an empirical analysis of

VoLTE services.
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Chapter 3. Empirical Analysis of VoLTE Services

In this section, we describe our empirical security analysis on the current implementation of VoLTE services by

commercial, deployed mobile cellular network operators. For the analysis, we first analyzed 3GPP standards related

with VoLTE service, and made a checklist 1 of potential vulnerable points in the VoLTE feature. We examined five

major carriers 2 in the United States and South Korea, the two countries with the highest LTE penetration ratio for

VoLTE service [20]. For a quick summary, we found four free data channels and four critical security issues.

For our security analysis, we do not assume a privileged adversary that has physical access to a core network.

Instead, we consider an adversary who is legitimately subscribed to an LTE network. Therefore, the adversary

considers the actual implementation of cellular networks as a blackbox. This implies that the adversary can only

access the public information and infer implementation by analyzing the behaviors of the VoLTE service. Also, the

adversary is allowed to have full permission of the mobile devices to access to raw sockets or the device interface in

the Android kernel. In short, the adversary may have root access to the phone.

3.1 Analyzing Hidden Data Channel
As motivated with the problems outlined above, we conducted a thorough empirical analysis of current VoLTE

services. To determine how accounting on VoLTE could be bypassed, we first analyzed the 3GPP specifications for

the VoLTE protocol. We then investigated the implementation of target carriers (five carriers) by inspecting actual

traffic between a UE and the cellular core in order to check if there exists any exploitable vulnerability.

3.1.1 Potential Free Data Channels

As mentioned above, the accounting for VoLTE call starts when a SIP server receives an OK (200) from

UE-B, the receiver. Thus, if UE-B does not send the OK (200) to the SIP server, then the call is not be charged.

An adversary may also consider either sending data by encapsulating it into SIP messages (e.g. messages

before an OK (200) such as an INVITE) or directly sending an OK (200) to UE-A, the sender, bypassing the

SIP server. Since each UE already has an IP address for its default bearer for the VoLTE service, UE-A can send

SIP messages directly to the other UE using this address if it is not blocked by the LTE gateways.

Furthermore, according to the 3GPP specification [3], the QoS parameter for voice traffic is specified in

the INVITE message. Thus, if an adversary could manipulate this parameter, she would be able to increase the

bandwidth for sending a large amount of data.

Note that the above potentially free data channels could be easily blocked or detected by a flow analysis at the

SIP server. However, what if an adversary embeds the data in the media session? Detecting this requires significant

implementation effort, as the carrier needs to check if the data in the media session are voice or not.

In summary, an adversary may try to 1) squeeze data into SIP packets, 2) send data directly to the receiver, or

3) send data over the media session.

3.1.2 Empirical Analysis

With the knowledge of the signaling protocol of VoLTE, we analyzed the actual call flow in the top five carriers.

The characteristics of the service of each carrier are summarized in Table 3.1. Note that each carrier supports

different smartphones for VoLTE and still only a limited number of models support VoLTE. For the analysis, we

1This checklist consists of more than 60 items for both control and data plane
2We intentionally anonymized the names of carriers to protect them until all operators fix the problems we identified.
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Table 3.1: Characteristics of VoLTE services on tested carriers

US-1 US-2 KR-1 KR-2 KR-3

Network protocol IPv6 IPv6 + IPSec IPv4 IPv4 IPv6

Transport protocol for SIP TCP & UDP TCP & UDP UDP UDP UDP

Encryption algorithm for IPSec - AES - - -

Capability of changing SIP source port 3 8 3 3 3

Existence of a media proxy 8 3 8 3 3

Capability of sending random data through media session 3 3 3 3 3

Capability of changing QoS parameter specified in INVITE 8 8 8 8 8

Free use of audio data 3 3 3 3 3

used the following four models: Samsung Galaxy S5, S4, and LG G3. In each experiment, we used at least two

different models among them.

Transport protocol. To send/receive SIP messages, Korean operators use UDP only, whereas U.S. operators use

both UDP and TCP. We discovered that the U.S. operators send response messages such as ACK or PRACK using

UDP, while TCP is used for all other SIP messages. One of the U.S. operators protects SIP messages using IPsec

with AES encryption. However, we were able to change the encryption algorithm of IPsec from AES to Null by

modifying configuration file for SIP in the UE side. It should also be noted that we were able to analyze call flows

in plaintext. Furthermore, we identified that an IPsec daemon running on the phone automatically wraps packets

with a specific SIP port into the IPsec tunnel. By utilizing this daemon, we were able to send SIP messages to a SIP

server.

Changing a SIP source port. Since the native SIP client in UE-A is already listening on a pre-defined port, other

custom applications cannot bind to this port. Therefore, we checked if SIP servers accept other source ports, and

found that all operators except one U.S. operator allow this. No regulation on source ports could be problematic if a

malicious app initiates VoLTE sessions (see §5.1 for more details).

Media proxy. We also checked whether a proxy for relaying media data exists. The results of our analysis

indicated that two of the operators do not utilize a media proxy, resulting in UEs being able to directly transfer

media data. In this case, when a UE sends an INVITE message to a SIP server, the UE receives a response message

with the other UE’s IP address. Therefore, a UE can collect another UE’s IP address by randomly sending INVITE

messages to the SIP server. Furthermore, if a media proxy exists, it could be used to detect malicious behaviors

over the media session by inspecting packets.

Sending data through a media session. When a call is established, a dedicated bearer is also created for the

media session. Voice packets are then sent directly through this bearer from CP in UE-A. However, we were able

to send packets through this bearer in AP with the IP address and port number specified in SIP messages for all

operators. In other words, the Android device does not have proper access control for using the dedicated bearer for

the media session. Furthermore, transmitted data over the media session were not charged since operators provide

unlimited calls for VoLTE users.

Manipulating QoS negotiation. We investigated whether we could manipulate QoS parameters specified in the

INVITE to acquire higher bandwidth. However, we discovered that even if we changed the QoS parameters in an
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INVITE, the actual QoS level of the dedicated bearer remained unchanged. In other words, for all the operators,

SIP servers do not consider the QoS parameters in the INVITE (see §4.2.1 for details).

Summary. As discussed, there may exist multiple hidden data channels in VoLTE. In Chapter 4, we show how

we exploit these channels and which operators are open to these channels.

3.2 Security Problems of VoLTE
From the analysis of VoLTE call flow, we found multiple security issues that can be critical to both end users

and the cellular operators.

Permission model mismatch. This is an interesting issue we discovered. In general, mobile OSes that run on mo-

bile devices (e.g. Android) separate out permissions to regulate the behavior of each application for security reasons.

For example, in an Android device, an application should have the call permission, android.permission.CALL -

PHONE, to call other people. In contrast, we discovered that this permission could be violated due to the adoption

of the VoLTE interface on the mobile device. To verify this, we developed an Android application that only has the

Internet permission, android.permission.INTERNET, which enables the application to send data to the Internet. By

abusing this permission, the application can send SIP messages directly to the SIP server to call other people. This

shows that the current Android permission model cannot distinguish SIP messages from data communication. In

addition, we also found that the calls initiated by this application do not leave any trace; the calling state is not

displayed on the phone. As a result, a user would not be able to recognize that the phone is now calling.

IMS bypassing. To make a call to another UE, a UE sends an INVITE message to a SIP server. Then, a call

session is established between two UEs, and this session is managed by the SIP server. In cellular networks, direct

communication between two phones is usually blocked by gateways for management reasons, even if two mobile

devices know each other’s IP address. However, we discovered that with two of the operators, sending SIP messages

directly from a UE to another one was possible; furthermore, the call session was successfully established. As a

result, the communication could not be accounted as discussed in §2.3. In addition, such direct communication can

lead to bypass user authentication of IMS. This problem originates from the inappropriate access control at LTE

gateways on the default bearer for SIP signaling.

No authentication. If a SIP server receives a SIP message, it should should authenticate the SIP message to check

if the sender is actually a valid user. However, we discovered that two of the Korean operators do not perform

proper user authentication. As a result, we could make a call with a fake phone number by sending a manipulated

INVITE.

No session management. In addition, none of the operators except one Korean operator appears to manage call

sessions correctly. As a result of this incorrect session management in SIP servers, an adversary is able to make

phone calls to many people simultaneously. To establish a call, as described in §2.3, a dedicated bearer should be

established in advance, even if the receiver does not respond to the call, and the cost of this establishment is quite

expensive. Therefore, if compromised phones start sending multiple INVITE messages which generate a number

of bearers, this will deplete the resources in the core network.

Summary. VoLTE potentially has several security problems as we discussed in this section. In Chapter 5, we

discuss how these vulnerabilities can be exploited among different operators.
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Chapter 4. Exploiting Hidden Data Channels

From the analysis of the accounting policy and VoLTE call flow in §3.1, we showed the possibility of hidden

channels that an adversary can utilize to bypass accounting. These channels are classified into channels that reside

in the VoLTE call flow (i.e. SIP and RTP tunneling) and a direct communication channel utilizing a VoLTE default

bearer.

SIP/RTP tunneling are potentially free channels in VoLTE call service, as in Figure 4.1. 1 In SIP tunneling, the

payload is embedded in SIP messages, and these messages are sent through the default bearer. Meanwhile, 2 RTP

tunneling carries the payload through the established dedicated bearer, as explained in §2.2. Strictly speaking, any

protocol can be used for data delivery through the media session. However, we utilize RTP tunneling as all the

operators we tested encapsulated voice data with RTP. Note that the voice data transmission using this channel is

handled in the CP, and most of the details on its implementation remain proprietary.

P-GW

AP

CP

LTE network

IMS

P2P – Media tunneling

AP

CP

Default bearer Dedicated bearer

1

2

Figure 4.1: Flow of (1) SIP tunneling and (2) RTP tunneling

P-GW

AP

CP

AP

CP

LTE network

P2P – direct communication

Internet

1

2

IMS

Default bearer

Figure 4.2: Flow of direct communication channel
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Direct communication is another channel that directly sends one UE’s data to another UE. Figure 4.2 illustrates

the flow of direct communication: 1 phone-to-Internet and 2 phone-to-phone. Since the default bearer for VoLTE

signaling messages is always established as long as the device is turned on, a UE can easily send data through this

bearer to the Internet or another UE unless P-GW blocks it.

4.1 Exploitation
We implemented our own sending and receiving modules to verify the hidden channels in operational

networks. Figure 4.3 illustrates the sending module (left) and receiving module (right), which are connected through

the IMS network.
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Figure 4.3: Diagram of Sending and Receiving Module

As 3GPP specifications give some freedom to operators, and it is not clear if all operators follow 3GPP

specifications [3, 18] completely, our modules take this implementation-specific deviance into account. For

example, for the operator using IPsec, we utilized the established IPsec tunnel to send our data instead of sending

SIP messages directly. In the case of direct communication, we do not require any additional implementation since

we can open a socket at each side and transfer packets directly, if possible.

4.1.1 Sending Module

First, our sending module should have more functionality than the native VoLTE calling application in a

mobile phone; it should be able to vary its parameters such as the sender’s phone number, IP address, and port

number to create arbitrary media sessions. The sending module consists of SIP Parser, SIP Handler, SIP Tunneling

Sender and RTP Tunneling Sender.

1 SIP Parser extracts common headers and carrier-specific headers in the packets obtained from native VoLTE

apps. For example, an INVITE message contains the caller’s phone number, IP address, and routing information

such as IP addresses of SIP servers. SIP Parser automatically parses this information and stores it in its database

separated by each operator for later recreation of the SIP message in our sending module.

2 SIP Handler manages the exploitation. When we initiate our attack, it takes configuration values: operator’s

name, phone number, and phones’ IP address and port number for tunneling. By simply modifying these configura-

tion values, the SIP Handler can generate SIP messages for each operator. It also randomly generates parameters

(e.g. branch, tag, and calling ID) that distinguish each call session to guarantee freshness. SIP Handler triggers

either SIP Tunneling Sender or RTP Tunneling Sender for each test.

3 SIP Tunneling Sender establishes a SIP tunnel when it receives a signal from SIP Handler. It first fragments a
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file to be transferred into several blocks. Then it embeds the fragmented blocks inside the SIP messages. Since

there exists a maximum number that we can fragment (otherwise blocked by SIP servers in IMS) and the size

of each block cannot exceed the MTU, the SIP Handler may need to fragment the file into multiple blocks. For

convenience, we place the data block at the end of the body in INVITE.

4 RTP Tunneling Sender is more complicated than SIP tunneling. In the case of RTP tunneling, fragmentation

of a given file is the same as in SIP tunneling. However, we first must establish a media session to transfer

data. Therefore, the RTP Tunneling Sender generates an INVITE and follows the native call flow until it gets an

OK (200) message from the callee. It then extracts the IP address and the port number of the callee from the

established media channel. It transfers the data blocks wrapped as an RTP packet to the extracted IP address and

the port number. In native calling apps, voice is wrapped and sent from the CP. However, as described in §3.1.2, we

discovered that audio packets from the AP to the receiver are routed correctly as well. To distinguish our packets

from others, we add an identifier at the beginning of the payload. We also add the sequence number and timestamp

after the identifier for our performance evaluation.

4.1.2 Receiving Module

The receiving module receives the data blocks in RTP packets sent from the sending module through the

IMS network. Our receiving module consists of the SIP Tunneling Receiver, RTP Tunneling Receiver, Measuring

Engine, and Data Storage.

1 SIP Tunneling Receiver parses SIP messages and extracts our data from received RTP packets. Since SIP

messages are processed in the AP, as described in §2.2, the SIP Tunneling Receiver can capture incoming packets

and parse them in real time. As we placed the data blocks at the end of the body in the INVITE, the receiver can

easily extract the fragmented blocks and reassemble them. The receiving module opens a raw socket to capture

packets because a SIP daemon is already running on the device. For the operator using IPsec, we could easily

extract SIP messages out of ESP packets since we changed the encryption algorithm to Null.

2 DIAG is QualComm’s proprietary diagnostic protocol. It has a command that can be used to mirror every

received packet to the RTP Tunneling Receiver via DIAG interface in the Android kernel as introduced by

Delugre [10]. To initiate mirroring from CP to the DIAG interface, the mobile device has to be connected to a

laptop once. After this, the laptop can be disconnected.

This step is necessary since the data we sent through the media channel are only processed in CP, but not

forwarded to AP. Therefore, in order to receive and process packets directly, we need to utilize the DIAG command.

In addition to the DIAG command, one may consider Android radio interface layer (RIL) to receive audio data.

The problem with the RIL interface is that some mobile devices do not export incoming voice to the AP. Instead, it

transfers incoming voice directly to a speaker. Because of this limitation, we chose to use the DIAG command.

3 RTP Tunneling Receiver utilizes the DIAG interface. After the mobile device receives the DIAG command,

RTP Tunneling Receiver starts receiving all network packets through the DIAG interface in the Android kernel. If

the received packet is not corrupted and contains the identifier we set in the sending module, it accepts the packet.

Finally, it extracts and sends data blocks to Data Storage while a sequence number and timestamp are passed to the

Measuring Engine.

4 Measuring Engine receives a sequence number, timestamp, and data size from the receivers to evaluate the

network performance of our tunneling. Note that we did not measure the performance for the SIP tunneling since it

might cause denial of service to the SIP servers in the IMS network (See Chapter 5 for more details.)

4.1.3 Challenges and Limitations

During our implementation, we encountered some challenges. First, many operators do not follow the

specifications [3, 18] for either the flow or the structure of SIP messages. For example, some operators do not
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transfer RINGING or SESSION PROGRESS during call setup. Some operators even simply modify or remove

header fields for their own purposes. Consequently, much work had to be done to ensure our sending module

adjusts operators’ individual VoLTE features and obtain results thereupon.

The second challenge is that at the receiver’s side, the device automatically closes the calling session by

sending a BYE message when it does not receive RTP packets for a certain period (typically 10 seconds). Therefore,

we had to wrap the data blocks into RTP packets to keep the session alive.

Finally, the receiving module requires a mobile device to be connected with a laptop once to send the DIAG

command. However, once logging setup is complete, the device does not need to be connected with the laptop until

it is powered off. We discovered that the DIAG interface in the Android kernel does not accept DIAG commands.

We tried to send the DIAG command from the kernel to eliminate the one time connection to a laptop, but it was

not successful. In contrast, from our laptop, we could send DIAG commands through the USB connection. There

might be a protecting mechanisms in the CP that blocks DIAG commands from the mobile device since they are

usually sent from control software in a laptop.

4.2 Evaluation

4.2.1 Media Channel Properties

We first measured the characteristics of the media channel during the call as in Table 4.1. The experiment

is conducted with OPTis-S1 software from Innowireless. These media channel characteristics represent bearer

information set by operators as well as the QoS parameter for bandwidth designated in the body of an INVITE

message.

Table 4.1: Media channel characteristics

US-1 US-2 KR-1 KR-2 KR-3

Qos Param. (Kbps) 38 49 41 41 49

Bandwidth (Kbps) 38/49 49 65 65 65

Latency (sec) 0.1 0.1 0.1 0.1 0.1

Loss rate (%) 1 1 1 1 1

When a mobile device establishes a media channel, the network sends a request for bearer creation with

QoS information. We analyzed this request and extracted bandwidth, latency, and loss rate for the media channel.

However, some operators do not specify this information in the message. In this case, we use the QoS class identifier

(QCI) value in the message to identify the channel characteristics, as described in [1]. In most operators, as shown

in Table 4.1, the bandwidth specified in the bearer request is different from the INVITE message.

4.2.2 Hidden Data Channel Measurements

We measured the network performance with the sending and receiving modules for the hidden data channel.

The experiment was conducted on the same five operators as in Chapter 3. The feasibility of accounting bypass

in each hidden data channel is shown in Table 4.2. The table indicates that if we can send data through a certain

channel, it is not charged. In the case of SIP tunneling and RTP tunneling, all operators are open to free data

transfer. However, the result of direct communication is different among operators. In case of US-1, for example,

1OPTis-S is a software that enables mobile device manufacturers to analyze control-plane messages.
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phone-to-phone communication is available while phone-to-internet access is prohibited. The triangle mark in

KR-3 means that a free data channel is available for IPv4, but not for IPv6. Since direct communication originates

from implementation flaws or P-GW blocking policy, it can vary among operators. Through a feasibility analysis,

we found that phone-to-phone direct communication is available for operators that do not have a media proxy.

Table 4.2: Feasibility of our accounting bypass attacks in each operator

Hidden Channel US-1 US-2 KR-1 KR-2 KR-3

VoLTE SIP Tunneling 3 3 3 3 3

Call Service RTP Tunneling 3 3 3 3 3

Direct Phone to Phone 3 8 3 8 8

Communication Phone to Internet 8 3 3 8 △

We also measured the actual network performance for each operators, which includes throughput, latency, and

loss rate, as shown in Table 4.3. While the information of network performance is included in the bearer creation

request, we conducted this experiment to derive the actual performance. Since transferred data are wrapped with a

RTP header upon UDP, we added an additional header containing an identifier, sequence number, and timestamp.

To measure throughput, we calculated received packet bytes per unit time. For latency, the receiver computes the

time difference and delay with the first two packets to sync its time with the sender.

Table 4.3: Measurement results of RTP tunneling in each target operator.

US-1 US-2 KR-1 KR-2 KR-3

Throughput (Kbps) 37.90 36.93 45.76 39 50.48

Latency (sec) 0.52 0.02 0.10 0.32 0.30

Loss rate (%) 1.44 1.74 0.77 0.65 0.73

Note that in our hidden data channel, we can send data as fast as possible. However, since the bandwidth is

limited, more packets will be dropped when we increase the throughput. Therefore, by fitting the loss rate to 1%

(i.e. using the same loss rate as in Table 4.1) by delaying or varying the payload size, we can obtain the actual

throughput.

For the experiment, we sent 200,000 packets and averaged the results. Since multiple SIP messages can

damage SIP servers in the IMS network, we did not measure the performance for SIP tunneling. As can be seen

in Table 4.3, the results are different from the media channel characteristics in §4.2.1. The discrepancy may

originate from several factors: number of users, cellular network status, or signal strength to the cell tower.

We also measured the performance of direct communication: phone-to-phone and phone-to-internet. The

best result of phone-to-phone communication was 16.84 Mbps in one of the Korean operators. In the case of

phone-to-internet, the best result was 21.55 Mbps for the same operator. This high throughput comes from the

bandwidth of the default bearer for VoLTE signaling being configured in the same manner as the default bearer for

the data service. However, as described in §2.2, data transmission through the default bearer for VoLTE signaling

has the highest priority. Therefore, if a malicious user utilizes the VoLTE default bearer for data transmission, she

will be guaranteed higher performance than normal users.
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Chapter 5. Exploiting VoLTE Security Problems

In §3.2, we described several security problems that an adversary can exploit to carry out malicious behav-

iors/activities. In this section, we discuss possible attacks that could be exploited using the discovered vulnerabilities.

Table 5.1 describes the vulnerabilities with possible attacks and discusses if they are exploitable in each operator.

Table 5.1: Vulnerabilities and possible attacks in each operator

Point Vulnerability US-1 US-2 KR-1 KR-2 KR-3 Possible Attack

UE Permission Mismatch Vulnerable for all Android devices Denial of Service on Call, Overbilling

P-GW IMS Bypassing 3 8 3 8 8 Free Video Call, Caller Spoofing

IMS
No Authentication 8 8 3 3 8 Caller Spoofing

No Session Management 3 3 3 8 3 Denial of Service on Core, Cellular P2P

5.1 Permission Model Mismatch
In our experiment, an application with only Internet access permission can make a call. In addition, this calling

activity is not displayed on the screen; thus, a user may not know that her device was making a call. Consequently, if

a malicious application is installed on a victim’s device, an adversary can conduct a couple of attacks by exploiting

this vulnerability.

Denial of Service on Call is an easy way to block a victim’s phone. With a malicious application installed on the

victim’s phone, an attacker can cause the phone to make calls to designated number(s) repeatedly. This activity

would result in the victim not being able to receive any incoming calls. Furthermore, because the call is not

displayed on the screen, the victim would not be cognizant that her phone is in a calling state. Therefore, this can

cause denial of service on calls to the victim.

Overbilling is another powerful attack. If a malicious application installed on a victim’s phone can send an

INVITE message that initiates an expensive video call, severe overbilling of the victim can occur.

The permission model mismatch problem shows that the current permission model used by mobile phones

cannot handle the All-IP environment properly. In the case of 3G networks using a circuit-switching network for

voice calls, call permission and data permission are completely separated.

5.2 IMS Bypassing
IMS bypassing is a security problem originating from the policy configured in P-GW. Even though direct

phone-to-phone communication should be blocked because it can allow attacks such as overbilling attacks, some

operators do not prevent this access in VoLTE.

Free Video Call is a useful application of direct communication. Because direct phone-to-phone communication

bypasses the IMS network, and only goes through P-GW, one can directly send an INVITE message for a video

call to another party. On the callee’s side, the phone only replies to the source IP address of the received INVITE,

and no SIP server is involved in the procedure. Further, because all accounting related to VoLTE calls is handled in

the IMS network, by using this method one can talk to others without being charged. One requirement is that the
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sender has to open a microphone, but this does not pose a difficulty because the user can simply root the phone. In

the case of Korea, video calls from operators cost 1.66 times the price of a voice call. In the case of the U.S., the

operators charge for both data and voice.

Caller Spoofing is a severe issue related to bypassing IMS. Because packets are only routed through P-GW,

there is no authentication between the caller and the callee. Accordingly, one can send a manipulated INVITE to

spoof the victim. If the adversary modifies the phone number in the INVITE, the modified number will be on the

screen of the victim’s phone. Therefore, the victim would believe that the call is from that number. As a result, an

adversary can exploit direct phone-to-phone communication for voice phishing by simply changing a few bytes in

the INVITE.

5.3 Lack of Authentication
Absence of authentication is one of the threats originating from mis-implementation of the IMS network.

Caller Spoofing is also feasible even when SIP messages go through SIP servers. When an adversary generates

a modified INVITE message and sends it to the SIP server, if the SIP server only checks if the phone number

is valid, the server is vulnerable to caller spoofing. When this is successful, it can also cause a calling fee to be

imposed on the person who owns the modified phone number. Therefore, this attack can be considered a simple yet

powerful attack. In fact, not only INVITE, but also a BYE message can be used for caller spoofing. If operators do

not properly authenticate users, BYE messages can be transmitted to terminate the victim’s on-going call.

We found that two operators in Korea are vulnerable to caller spoofing. Other operators prevent spoofing using

either of the following two methods: verifying the caller’s phone number with the IP address or with International

Mobile Station Equipment Identity (IMEI), a unique identifier for mobile devices.

5.4 Lack of Session Management
Absence of session management is another issue of the IMS network. Since some operators do not manage

call sessions, one can send multiple INVITE messages to the SIP server.

Denial of Service on Core network is a possible attack in this case. When the SIP server receives an INVITE

message, it should open a session for each message and manage each session independently. If the number of

INVITEs are too large, this can damage the SIP server and paralyze the IMS network for VoLTE service.

In general, a user can only call once at a time with the native calling app in the mobile phone. However, with

our sending module, we can transmit virtually an unlimited number of INVITE messages. In our analysis, if UE-A

sends INVITE, the dedicated bearers among UE-A, the P-GW, and UE-B are all established, even when UE-B does

not answer the call. Since the cost of the bearer activation and release procedure is expensive among control-plane

procedures, multiple INVITEs can overload the P-GW, causing a denial of service on the core network.

We conducted our experiment only sending 2-4 INVITE messages, and checked whether a call session for

each message is created. We found that except for one operator in Korea, all the other operators in the experiment

are vulnerable. The most important aspect of our attack is that we can commit a denial of service attack with only

one mobile device whereas such an attack usually requires a huge number of bots. Of course, we were not able to

verify the cost of each bearer in the operator, or whether this attack actually shuts down the SIP server.

Cellular P2P is a more complicated application but is still feasible. Since there is no session management, users

can send multiple INVITE messages to create several call sessions. When multiple call sessions are established

among users, people can share files as torrents through RTP tunneling. Even though the 1% loss rate is high, we can

utilize the reliable UDP protocol, as in [9]. The throughput is adequate and there is still enough speed to transfer

files as a torrent because there are many peers in the cellular network, and these peers do not usually shutdown their

phones. Therefore, people can share movies or other content when they are sleeping. If implementation is seriously
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concerned, Cellular Tor can also be available to evade censorship on the cellular networks.
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Chapter 6. Countermeasures

In this section, we discuss solutions for both free data channels and VoLTE service abuse attacks. Since these

solutions are quite intuitive, they can be easily applied to the commercial cellular networks. Some attack vectors

originate from mis-implementation of operators, while others are derived from fundamental problems of the VoLTE

system. These fundamental problems are more difficult to obviate than the other attacks. To prevent these attacks,

we suggest more difficult yet comprehensive solutions for securing the overall VoLTE service.

6.1 Immediate Solution
Filtering. The main cause of direct communication is inappropriate access control of user-initiated requests at the

gateways in cellular networks. The purpose of the VoLTE default bearer is call signaling; therefore, the gateways

should filter out all other packets except SIP messages. In our analysis, however, some operators do not follow

the standard for call related services. For example, one operator in Korea provides conference calls using their

proprietary protocols on top of HTTP although an IETF standard [21] provides a conference call solution using the

SIP protocol. This inconsistency of service implementation can create difficulties in correctly managing the access

control at the gateways.

In addition, operators should block all packets travelling directly between UEs, and only allow packets from

UEs to the SIP server/media proxies, and vice versa. As a result, free data channels as well as free video calls and

caller spoofing could be blocked.

Strict Session Management. Proper session management is a basic requirement for the security of any server.

SIP tunneling, denial of service, and cellular p2p are all possible attacks resulting from the absence of session

management at the SIP servers. If a SIP server carefully inspects SIP messages originating from UEs, it can block

SIP tunneling. For example, it can check whether an invalid field or content exist in the header and the payload. If

the result of the check is unsatisfactory, it should reject the requests and respond to UEs with an error message.

Further, to protect against SIP tunneling and denial of service attacks, operators should limit the number of

SIP messages from a UE within a certain period. If an adversary exceeds a certain threshold, operators should

block the adversary and inspect her activities. Furthermore, the SIP server should check if a UE is already calling

another UE. If so, it should block other call originating messages (i.e. INVITE messages). This policy can detect

and prevent other attacks such as cellular p2p definitely, and intuitively because a prerequisite of these attacks is

that an adversary should be able to send multiple INVITE messages.

UE Verification. To prevent call spoofing, SIP servers should verify the source of SIP messages. This can be

achieved by adding a UE’s unique identity (e.g., IMEI) to the header of SIP messages, so that SIP servers can

cross-check the phone number with the unique identity. Unless a unique identity is stored securely in the mobile

device, an adversary can easily intercept this information by remotely installing a malicious application.

Another solution is to bind the phone number with the allocated IP address of a UE. The operators can validate

the user-initiated SIP messages by checking UE’s IP header with the parameters (such as IP address, phone number,

and device unique identity) in SIP messages because this information is already stored in the operators’ server. IP

spoofing is also possible, but we found that all the operators we experimented with have an IP spoofing prevention

mechanism for the data interface. Even though we have not tested IP spoofing for the VoLTE interface, the operators

might have already installed a similar mechanism in VoLTE. Therefore, cross-checking is a strong yet easy to

implement solution.
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However, it cannot prevent caller spoofing in cases where an adversary spoofs the victim’s IMS registration

procedure, such that the SIP server stores spoofed parameters. A UE registers itself to a SIP server by exchanging

REGISTER messages, and the SIP server stores several parameters that can identify the UE. Thus, if an adversary

can spoof the registration, she can obtain the full permission of the victim’s phone address.

Deep Packet Inspection (DPI). Since the RTP tunneling exploits the media dedicated bearer during a VoLTE call,

operators can recognize if a user is utilizing the media channel through traffic monitoring. This monitoring job can

be done by applying a deep packet inspection (DPI) solution in P-GWs or media proxies. However, if an adversary

disguises the data into voice-like traffic, then the DPI solution will not be sufficient to prevent it.

Accounting Policy. All the free channels we exploited in this paper resulted from time-based accounting. This

problem can be resolved by changing the accounting policy of VoLTE service to a byte usage-based scheme. Of

course, even in this case, an adversary can still exploit a voice channel. However, she cannot bypass the accounting.

This seems quite natural, but it would be difficult for the operators to change the current time-based policy since it

is deeply related to the revenue. 70% of total revenue in the operators is still from voice and SMS [12].

6.2 A Long-term and Comprehensive Solution
Permission model mismatch is a severe problem that is prevalent in current VoLTE-compatible mobile devices.

Unlike the previous call mechanism, as VoLTE is IP-based, the current permission model of mobile devices cannot

handle it. One possible solution is force the sockets from applications to use the data interface. In this way, SIP

packets from an application cannot reach the SIP server. The operators, in the same manner, should block packets

from the data interface. One limitation of this solution is that deploying the solution would not be easy since all the

firmware of mobile devices should be updated. Furthermore, data encryption (e.g. IPsec or TLS for signaling, and

sRTP for media data) should be deployed as specified in the 3GPP specifications [4, 5].

However, even with strict binding and encryption, an adversary can still utilize tunneling since she has all

permission for her phone. Another way to resolve the problem is to process both call signaling and voice data

transmission in the CP as a traditional circuit-switching call does. The CP only allows legitimate call related

requests and blocks all other packets utilizing the VoLTE interface from the AP. Thus, an adversary cannot send

manipulated packets through the VoLTE interface. Furthermore, protecting the CP with hardware security modules

such as TrustZone or secure storage [6] may also be required to prevent the adversary from intercepting SIP

messages in the CP.

– 19 –



Chapter 7. Related Work

Accounting Issues in Cellular Network. Several research groups have studied cellular accounting issues [14, 15,

26–28, 33]. There are two main attacks related to accounting: accounting bypass and overbilling.

Peng et al. demonstrated DNS port abuse for free-data [26]. In [27], the authors uncovered an accounting

bypass by source IP address spoofing because a mobile data charging system was only based on the packet header.

Go et al. wrapped their payload in a TCP retransmission packet and utilized some ISPs that did not charge a fee to

ensure fairness [14, 15].

In addition to accounting bypass, overbilling attacks, also occur. Go et al. pointed out that TCP retransmission

could also be used to impose a data fee on a victim. In [26], a large quantity of spam data was sent to a victim using

VoIP and a malicious phishing link. The unfair billing practices of some operators were illuminated in [28, 33].

While much research has been conducted on accounting bypass and overbilling, our work is fundamentally

different in terms of the interface we used. Previous works only covered accounting issues related to the data

interface, whereas our work is focused on the VoLTE interface. Furthermore, previous research studies assumed

that the overbilling attacks were committed by first installing a malicious application on the victim’s phone. In

contrast, in our call spoofing attack, the adversary only needs her own device.

VoIP Tunneling for Censorship Resistance. Much research has been conducted on VoIP tunneling, with a

specific focus on avoidance of censorship. In general, VoIP services such as Skype are widely used as tunneling

protocols. Skypemorph sends Tor traffic through UDP ports via the Skype video call channel [23]. In [34], the

authors utilized RTP downstream to avoid censorship. In the case of Freewave, data are converted to acoustic signal

data and loaded into normal VoIP packets to hide the data [19].

Our work also utilizes a tunneling protocol and data concealment. However, our focus is on accounting bypass

as well as discovery of mis-implementation problems. In other words, the main goal of our work for tunneling is

different from that of previous works. In fact, in contrast to previous works, which applied tunneling on the Internet,

our work is the first to apply tunneling in cellular networks.

DoS Attack on Cellular Network. Various DoS attacks in cellular networks have also been investigated. In

general, most research on DoS attacks has been related to the GSM Network [11, 16, 24, 29, 31]. Enck et al.

suggested that sending SMS to certain phone numbers compiled by a hit-list would massively affect the cellular

core network [11]. Traynor et al. [31] demonstrated that degrading the cellular network service was possible

with a cellular botnet. Mulliner et al. [24] described how malformed SMS messages could force mobile phones

to be rebooted, and would finally overload the network. Golde et al. [16] introduced a DoS attack because of

mis-authentication in the GSM network. Traynor et al. [32] presented DoS attacks exploiting the setup and teardown

process of the radio interface in the GPRS/EDGE network. The UMTS network is still vulnerable to a targeted

DoS. While Enck et al. utilized a phone number on the GSM network, Qian et al. made a hit-list by fingerprinting

IP addresses to carry out a targeted DoS on the core network of UMTS [29].

In contrast to these attacks on GSM networks, the DoS attack proposed in this paper is against the VoLTE

network, and can be initiated by a significantly small number of mobile devices.
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Chapter 8. Future Work and Conclusion

In this paper, we analyzed the VoLTE features of five operators in the United States and South Korea. To the

best of our knowledge, we are the first to analyze security problems of VoLTE in the commercial cellular networks.

This study mainly contributes the overall security of VoLTE system showing that moving towards VoLTE is not

just a simple transition because it involves the EPC core (3GPP standards), OS support at UE, hardware interface

redesign, and shift on cellular accounting policies. The main lesson is that it negates the common belief that VoLTE

is a simple transition because VoIP is well understood on the Internet. In contrast, it shows that architectural

aspects of cellular networks make the problem much more complex. Although we discovered a few implementation

bugs that are easy to fix, the core problem is complicated processes, involving accounting, access control, session

management, and EPC-UE interaction. This is evidenced by the response from ISPs, Google Android, and US/KR

CERTs to our responsive disclosure. It requires greater attention because a systematic security analysis of new

architecture is always necessary to make the architecture robust.

In this paper, we considered security issues and possible attacks related to VoLTE call service after legitimate

IMS registration. However, an attacker can also utilize a SIP REGISTER message to perform other attacks. If

there are vulnerabilities in the registration phase, an attacker can control all access to a victim’s VoLTE service.

For example, she can carry out an imposter attack or even wiretapping. We plan to investigate scenarios such as

this in future work. In this work, we concentrated on the problems and vulnerabilities discovered in five operators;

however, more problems and vulnerabilities may be present in these and other operators. As more and more

operators provide VoLTE services, it is essential that more security analyses be conducted on VoLTE networks.
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Summary

Dissecting VoLTE: Exploiting Free Data Channels and Security
Problems

LTE가 이동통신망의 주요 기술로 자리잡으면서 이동통신망에는 다양항 변화가 이뤄지고 있다. 기존의 회선

교환 방식으로 제공되었던 통화 방식과 달리 LTE에서는 VoLTE라는 새로운 기술을 도입하여 음성 및 영상

통화를패킷교환방식으로서비스하게되었다. 패킷교환방식을적용한 VoLTE기술은성능적인측면에서는

많은향상을기대할수있지만,해당기술을적용하기위해서이동통신망과사용자단말에서음성을처리하는

방식이 많이 변하게 되었고, 이로 인해서 새로운 문제점들이 나타나게 되었다. 따라서 본 논문에서는 VoLTE

와관련된보안문제점들을밝히고이를해결하는방법들을제시한다.

VoLTE에서의 통화 방식은 기존의 통화 방식과는 다르게 IP 기반의 SIP를 이용하여 음성 데이터를 전달

한다. 망을거쳐단말까지전달된음성패킷은단말의어플리케이션프로세서에의해서처리가된다. 따라서

망에정상적으로등록되어있는사용자중단말의어플리케이션프로세서를조작할수있는사람이라면누구

나다 VoLTE통화과정에서발생하는문제점들을찾고이를이용하여공격을수행할수있다. 이러한상황은

기존의 통신사들의 무제한 음성통화 정책이나 음성과 데이터를 따로 과금하는 정책과 맞물리면서 통신사의

과금을우회할수있는다양한공격이가능하다. 또한보안에대해충분히고려하지않고도입된 VoLTE기술은

단순한 과금 우회 뿐만 아니라 사용자와 이동통신망 자체에 심각한 영향을 초래할 수 있는 보안 취약점들을

만들어내게되었다. 본논문에서는만약악의적인사용자가이러한취약점들을이용한다면발신번호조작,특

정사용자에게과금부여,망에대한서비스거부공격등다양한공격을수행할수있음을확인하였고,발견한

보안취약점들을보완할수있는방법을제시하였다. 하지만근본적으로 VoLTE의보안문제를해결하는것은

쉽지않으며, 이를위해서는단말, 모바일운영체제, 이동통신망사업자등이동통신망과관련된모든주체가

협력하여야한다.

핵심어: VoLTE,과금,보안취약점,이동통신망
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