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Wearable Devices, a New Threat

% Increasing demands for wearable devices
— Experts are expecting market share reach $13 billion by 2018
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Wearable Devices, a New Threat

% Increasing demands for wearable devices
— Experts are expecting market share reach $13 billion by 2018

% Hacking attempts are increasing!

The Telegraph ‘Biggest hacking threat to
Wearable tech: how hackers could turn your 1 b UsS | Nness ? W earlra b I es .

data against you Arl : | el
[ Rt
i w Blog Central g;rg /<<(('T he HaCker News
- — \ Security in a serious way ‘
The Wearable Future |s Hackable
What You Need To Know Ransomware Attacks Threaten Wearable Devices ‘

' and Internet of Things
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Wearable Devices, for What?

% On the rise in personal and business use,
— Healthcare & Medical purpose

= Detecting health disorders

— Professional sports

= Monitoring activity results

= Receiving real-time feedbacl\.._‘_

— Convenience (Watch) =

— Fashion or Show-off

e

The Lux Watch
is here

Pre-order now, get it first.
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Communication Overview
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Bluetooth Low Energy (BLE)

*» Bluetooth 4.0, Bluetooth Smart

¢ Features
— New PHY and Link layer (for low power)
— Same high-level protocols (L2CAP, ATT)
— 40 channels in 2.4 GHz
— Smartphones, medical/sports/fitness devices

“ How to exploit ATBLE API
_ UbertOOth (Ossmann, M., 2012) GAP Role Profiles (M/S) GATT Profiles

— Recover hop interval
= Sit on data channel and wait

— 6-digit temporary key (TK)

Hos Controller Interface (HCI)
= takes < 1 sec to crack === e
Ubertooth {

Physical Layer (PHY)

5 Ryan, M, Bluetooth: With low energy comes low security, WOOT 2013 http://www.blueradios.com/hardware_LE4.0-S2.htm Sec
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Communication Overview

Connection to
software gateways
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Communication Overview
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Communication Overview

Software gateway update
Device firmware update
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Software gateway update

Device firmware update
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Previous Studies
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Threats & Methodology

@D Update Channel

— Malicious software gateway app, device firmware can be installed.
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Threats & Methodology

@D Update Channel

— Malicious software gateway app, device firmware can be installed.

@ Data Channel

— User’s private information can be exposed.

— Malicious messages can be injected. q
®

:.‘4 Smali / Baksmali dex2iar =
I I.. ﬁ Tools to work J.‘h andr; \.I:.;%
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Threats & Methodology

@D Update Channel
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Threats & Methodology

@D Update Channel

— Malicious software gateway app, device firmware can be installed.

@ Data Channel

— User’s private information can be exposed.

— Malicious messages can be injected. q
® BLE Channel )

Z TN
— Health information can be leaked.
— Malicious input can disable the device. \ D "
@ Device Analysis

— An adversary can take over the control of the device.

= (1 Smali / Baksmali } i
Ad - EREEAN




Analysis Result
m

No obfuscation on app o
DNS spoofing . ® ®
App substitution o X o
Firmware substitution X X o
Plaintext data transfer o X X
Sniffing o o -
Plaintext data transfer o o -
No obfuscation on firmware X X o
Hidden function X X o
Hidden protocol X X o
Hardare debug point X X X




Update Channel — A-Fit

Stream Content

GET fcuntent rss/client update. xm] HTTP/1.1 I
User—
HOST:

Cache-Contro

no-cache

HTTP/1.1 200 oK
server: Apache-cCoyote/1.1

¥-UA-Compatible: IE—edge chrome=1
Accept-Ranges: bytes

ETag: W/"2412-1401295526000"

Last-Modified: wed, 28 May 2014 16:45:26 GMT
content-Type: app1icat10nfxm1
Content-Length: 2412

Date: Wed, 16 Jul 2014 15:35:19 aMT
X-Frame-Options: SAMEORIGIN

m

<?xml version="1.0" encoding="UTF-8"7=
<rss xmlns:sparkle="http://www. andymatuschak.org/xml-namespaces/sparkle” wversion="2.0">
<channel=
<title es</Tit]ex
<11 nk> f=/Tink>

M Follow TCP Stream = | B S

Stream Content

<pUBDAate>I1ug, Zo Fen ZUls UU Ul i
mhtmwcachem
= 1 40519_1.0. 3. 5511, exe
sparkle:version="1.0.3.5511"
lengtn="3911123"
f;ype=“app1icatiunfuctet—stream“ S

Sec




Update Channel — A-Fit

Stream Content
GET fcuntent rss/client

User-agep
no-cache Chec:k Update VerSion

HOST:
Cache-Contro

HTTP/1.1 200 oK
server: Apache-cCoyote/1.1

¥-UA-Compatible: IE—edge chrome=1
Accept-Ranges: bytes

ETag: W/"2412-1401295526000"

Last-Modified: wed, 28 May 2014 16:45:26 GMT
content-Type: app1icat10nfxm1
Content-Length: 2412

Date: Wed, 16 Jul 2014 15:35:19 aMT
X-Frame-Options: SAMEORIGIN

m

<?xml version="1.0" encoding="UTF-8"7=
<rss xmlns:sparkle="http://www. andymatuschak.org/xml-namespaces/sparkle” wversion="2.0">
<channel=

<title es</Tit]ex
<11 nk> S/ 1ink>

M Follow TCP Stream = | B S

Stream Content
<pUDDATe>IUE, Zb Fep ZULls UUUus i
mhtmwcachem
— e 110519_1.0, 3.5511. exe
sparkle:version="1.0.3.5511"

lengtn="3911123"
type="application/octet-stream” />
s

10 Sec




Update Channel — A-Fit

Stream Content

GET fcuntent rss/client
User-agep
HOST:
Cache-Contro

Check update version

no-cache

HTTP/1.1 200 oK
server: Apache-cCoyote/1.1

¥-UA-Compatible: IE—edge chrome=1
Accept-Ranges: bytes

ETag: W/"2412-1401295526000"

Last-Modified: wed, 28 May 2014 16:45:26 GMT
content-Type: app1icat10nfxm1
Content-Length: 2412

Date: Wed, 16 Jul 2014 15:35:19 aMT
X-Frame-Options: SAMEORIGIN

<?xml version="1.0" encoding="UTF-8"7=
<rss ﬁm1nﬁiﬁpark19=”http:ffwww.andymatu5chak.orgfme—namespacesﬁ5park1e
<channel>

<title
<11 nk>

es</Tit]ex
f=/Tink>

version="2.0">

m

M Follow TCP Stream

Stream Content
<pubbate>1ue, Zb FeD ZUL3 UU;
140519 1.0, 3 5511, exe
parkle:version=I.
1engt ="3911123"
type="application/octet-stream” />
s

Download update file




Update Channel — A-Fit

Stream Content

GET fcuntent rss/client
User-agep
HOST:
Cache-Contro

Check update version

no-cache

HTTE/1.1 200 OK

http :waw—/clien" .-

__cdecl =){}

server: Apache-Coyote/1.1
icg:pguggﬁgégweby%E_Edge chrome=1 sub_SCO880 proc near
ETag: W,/"2412-1401295526000" push  h42h ; slze t
Last-Modified: wed, 28 May 2014 16:45:26 GMT push offset aHttplUww fith 8 ;
content-Type: app1icat10nfxm1 mouv ecx, offset dword_641ACS
Content-Length: 2412 call sub 482368
Date: Wed, 16 Jul 2014 15:35:19 aMT - . .
X-Frame-Options: SAMEORIGIN push DFFEEF Sub_5C2970 ; vold {
call _atexit
<?xml version="1.0" encoding="UTF-8"7= pop BCX
<rss xmlns:sparkle="http://www. andymatuschak. org/xml-nz|retn
<channe]> , sub 5CB886_endp
<title es</Tit]ex e ———
<11 nk> f=/Tink>
=NNCN X

M Follow TCP Stream

Stream Content
<pubbate>1ue, Zb FeD ZUL3 UU;
140519 1.0, 3 5511, exe
parkle:version=1.0.
1engt ="3911123"
type="application/octet-stream” />
s

Download update file




Update Channel — A-Fit

Stream Content

GET fcuntent rss/client
User-agep
HOST:
Cache-Contro

Check update version

no-cache

HTTP/1.1 200 oK
server: Apache-cCoyote/1.1

No obfuscation

¥-UA-Compatible: IE—edge chrome=1 sub_5CB888 proc ne
Accept-Ranges: bytes h u2h
ETag: W/"2412-1401295526000" pus m " — N
Last-Modified: wed, 28 May 2014 16:45:26 GMT push offse 3 Thttp://wuw clien®™. .
content-Type: app1icat10nfxm1 mouv ecx, offset dword_641ACS
CGﬂtEHt-EEHch: %412| call sub_402360
Date: wWed, 16 Jul 2014 15:35:19 aMT - . .
X-Frame-options: SAMEORTGIN push DFFSEF sub_5C9978 ; void (_ cdecl =){}
call _atexit
<?xml version="1.0" encoding="UTF-8"7= pop ecx
<rss xmlns:sparkle="http://www. andymatuschak. org/xml-nz|retn

cub SCABEH endp

<channel=
<title es</Tit]ex e ———
| <11 nk> f=/Tink>
M Follow TCP Stream [ =6 éj

— L — —

Stream Content
<puppDatexiue,

.itl Fen ZUL3 Ul

.!ﬂﬂﬁ!ﬂlﬂlﬂl&lﬁﬁmmlﬂﬁﬂi
parkle:version=I.

1engt ="3911123"
f;ype=“app1icatiunfuctet—stream“ [

Download update file




Update Channel — A-Fit

Stream Content
GET fcontent rss/client

User-agep
Egzﬁe—contro . no-cache CheCk Update VerSiOn

HTTP/1.1 200 oK
server: Apache-cCoyote/1.1

¥-UA-Compatible: IE—edge chrome=1 sub_5CB888 proc ne
Accept-Ranges: bytes h u2h
ETag: W/"2412-1401295526000" pus

Last-Modified: wed, 28 May 2014 16:45:26 GMT push offse H - — ey - -
content-Type app1icat10nfxm1 mouv ecx, offset dword_641ACS

Content-Length: 24 call sub_4B82368

CLength: 12| ’ -
X_Fr;me_oﬁﬁms: szoamim : push offset sub_5C9978 ; void (_ cdec HardCOded HTTP URL

Date: wWed, 16 Jul 2014 15:35:19 GMT
call _atexit

<?xml version="1.0" encoding="UTF-8"7= pop ecx
<rss xmlns:sparkle="http://www. andymatuschak. org/xml-nz|retn

<channe]> ) sub S5CA88A endp
<11 nk> f=/Tink>
M Follow TCP Stream @M

Stream Content

<pupbate=|ue, .itl I-ED 2ULZ3 UU'

:
parkle:version="1.0. Download update file

1engt ="3911123"
type="application/octet-stream” />
s




Update Channel — C-Fit

Mo. Time Source Drestination Protocel Length Info
5 0.46375800192.168.1.79 54.194.99,187 HTTP 640 GET /update/check?mcc=450&mnc=08&f
8 0.58376800 54.194,99.187 192.168.1.79 HTTP 465 HTTP/1.1 200 oKk (application/json)
9 0.78188000192.168.1.79 54.194.99.187 TCP 54 14786 > http [ACK] Seq=587 Ack=412

M Follow TCP Stream =l

Stream Content

GET fuidateifcheck?mcc=4 50&mNc=08&F1 tCsc=KTC&mgrCsc=sK T

R3I5S0&
E3305&T1tVersi1on=R350XXUCANCFEMgrversion=1059&fitDevuniqueId=R3IAF400YXHMENGr Devuniqueld=0
00000000000000 HTTP/1.1

Connect1on: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-agent: Mozilla/5.0 (windows NT 6.1; WOwW64) ApplewebKit/537.36 (KHTML, like Gecko)
Chrome;/35.0.1916.153 safari/537.36

Accept-Encoding: Ezip,def1ate,sdch
Accept-Language: ko-KR,ko;g=0.8,en-uUs5;q=0.6,en;g=0.4

HTTP/1.1 200 0K

content—Language ko-KR

content-Type: €11catﬁonjj50n;charset:UTF—B
Date: Fri, 18 Jul 2014 11:06:04 GMT

Server: Apache-Coyote/1.1

Content-Length: 212

Connection: keep-alive

1"resultmsg": "updatePeriod”:"24" , "updateFwyn": , ‘mgrupgradeType”:"u", "resultCode": 0
“re1easeN0te“'”” “down?oadur?“'“http jfdvnhhc4qe10hk cloudfront. net,/17 0714f
prePost_ 20140619051118852. apk","version":"1230"}

11 SysSec




Update Channel — C-Fit

MNo.

Time Source Drestination Protocel Length Info
5 0.46375800192.168.1.79 54.194.99,187 HTTP 640 GET /update/check?mcc=450&mnc=08&f
8 0.58376800 54.194,99.187 192.168.1.79 HTTP 465 HTTP/1.1 200 oKk (application/json
9 0.78188000192.168.1.79 54.194.99.187 TCP 54 14786 > http [ACK] Seq=587 Ack=412

M Follow TCP Stream

=B .

Check update version
CC=450&mNc=08&f 1 L5 c=KTC&mgrCsc=5K T

E3305&T1tVersi1on=R350XXUCANCFEMgrversion=1059&fitDevuniqueId=R3IAF400YXHMENGr Devuniqueld=0
00000000000000 HTTP/1.1

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-agent: Mozilla/5.0 (windows NT 6.1; WOwW64) ApplewebKit/537.36 (KHTML, like Gecko)
Chrome;/35.0.1916.153 safari/537.36

Accept-Encoding: Ezip,def1ate,sdch
Accept-Language: ko-KR,ko;g=0.8,en-uUs5;q=0.6,en;g=0.4

HTTP/1.1 200 0K

content—Language ko-KR

content-Type: €11catﬁonjj50n;charset:UTF—B
Date: Fri, 18 Jul 2014 11:06:04 GMT

Server: Apache-Coyote/1.1

Content-Length: 212

Connection: keep-alive

1"resultmsg": "updatePeriod”:"24" , "updateFwyn": , ‘mgrupgradeType”:"u", "resultCode": 0

“re1easeN0te“'”” “down?oadur?“'“http jfdvnhhc4qe10hk cloudfront. net,/17 0714f
prePost_ 20140619051118852. apk","version":"1230"}

Sec




Update Channel — C-Fit

Mo. Time Source Drestination Protocel Length Info
5 0.46375800192.168.1.79 54.194.99,187 HTTP 640 GET /update/check?mcc=450&mnc=08&f
8 0.58376800 54.194,99.187 192.168.1.79 HTTP 465 HTTP/1.1 200 oKk (application/json
9 0.78188000192.168.1.79 54.194.99.187 TCP 54 14786 > http [ACK] Seq=587 Ack=412

M Follow TCP Stream

|

Check update version
CC=450&mNc=08&f 1 L5 c=KTC&mgrCsc=5K T

E3305&T1tVersi1on=R350XXUCANCFEMgrversion=1059&fitDevuniqueId=R3IAF400YXHMENGr Devuniqueld=0
00000000000000 HTTP/1.1

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-agent: Mozilla/5.0 (windows NT 6.1; WOwW64) ApplewebKit/537.36 (KHTML, like Gecko)
chrome?BS.O.lglE.ISS safari/537. 36

Accept-Encoding: Ezip,def1ate,sdch
Accept-Language: ko-KRrR,ko;g=0.8,en-Us;g=0.6,en;g=0.4

HTTP/1.1 200 0K
Content-Language: ko-KR
Content-Type: angicatﬁonjjﬁon;charset:UTF—B
Date: Fri, 18 Jul 2014 11:06:04 GMT
Server: Apache-Coyote/1.1
Content-Length: 212
Connection: keep-alive
{"resultmsg”:"", "updatereriod”
"rel ed e e — =
201406190

Download update file

124" "updaterwyn” :"N", "mgrupgradeType”:"u", "resultCode”: 0,
:“http:jfdvnhhc4qeiohk.c10udfr0nt.netfl?D?l#f
"uaredon” s " a'




Update Channel — C-Fit

-t ¢+ frmwere » UPDATEMODE_R3500XA0BNDS_R350XXUOBNDS

MNo. Time Source Drestination Protoco

5 0.46375800192.168.1.79 54.194.99.187 HTTP ist - Do A » =7 MEH
8 0.58376800 54.194,99.187 192.168.1.79 HTTP —
9 0.78188000192.168.1.79 54.194.99.187 TCP 0= e o= 37|
il Follow TCP Streal] @ csc_fsbin 2014-04-06 2= BIN File 384KB
& wingtip_ex bin 2014-04-06 2=.. EIN File 3,684KB
==L CC=450&mnc=08&F 1 tCsC=KTC&mgrCse @Iwingtip_in.bin 2014-04-06 2= BIM File 2,032KB
E3305&T1TVers1on=R350XXU0ANCFE&Mgrvers1on=1059&f i tpaviims e e o E A i Ema s RSt na T = AL
3822?000000000 HITE Ll loc_33E3FE ; CODE XREF: sub_33E398+4CT]
: : - ; sub_33E390+587]
Eggﬂgfc;gngD]?eE“ag_;;E:D ADR.W RO, aTheValueOfThel ; “the value of the item is empty?yn™
Accept: text/html,application/xhtml+xml,applicatic BL printf
User-agent: Mozilla/5.0 (windows NT 6.1; WOwWe4) Af ..
chrome/35.0.1916.153 safari/537.36 loc_33E4B6 ; CODE XREF: sub_33E398+5CT]
Accept-Encoding: Ez-ip,def'late,sdch ; sub_33E398+6CT j
Accept-Language: ko-KR,ko;qg=0.8,en-uUs;q=0.6,en;qg=( Hou RZ, RS
HOU R1, R4
HTTP/1.1 200 OK ADR_.W  RA, aAtParserUersna ; “[AT Parser]|[UERSHAME][Get Datalitem: %s"...
Content-Language: ko-KR BL printf
Content-Type: apﬁ:'l'icat'ion,f’jﬁon;charset:UTF—B ADD.W  SP, SP, HBz3FO
Date: Fri, 18 Jul 2014 11:06:04 GMT POP {R4-R6,PC}
Server: Apache-Coyote/1.1 &
Content-Length: 212
Connection: keep-alive loc_33E418 ; CODE XREF: sub_33E398+387j
" T T T HOU R1, R4
ir;$z:15gﬁ.m’l HaEETUd,,:.,ﬁité_?ﬁgﬁﬁﬁﬁﬂae_}( ADR.W RO, aCanMotFindItem ; “Can not find Item : %s in versname.txt®"...
201406190 "o ion™:" q' BL printf

ADD . W SP, SP, HOx3F8

Download update flle ; End of Functiuzuzuh_:}:}é::;}nﬁ,Pc}




Update Channel — C-Fit

-t ¢+ frmwere » UPDATEMODE_R3500XA0BNDS_R350XXUOBNDS

MNo. Time Source Drestination Protoco
5 0.46375800192.168.1.79 54.194.99.187 HTTP iTh - Do [fa =
& 0.58376800 54.194,99,187 192.168.1.79 HTTP
9 0.78188000192.168.1.79 54.194.99.187 TCP o|=

M Follow TCP Stream

& csc_fs.bin

R3508&

=7 M S0
F=ZT 2R 8% 37|
2014-04-06 2= . BIN File 384KB
2014-04-06 2% BIN File 3,684KB
2014-04-06 2%.. BIN File 2,032KB

loc_33E3FE

00000000000000 HTTP/1.1

Host:

Connection: Keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,applicatic
User-agent: Mozilla/5.0 (windows NT 6.1; WOwWe4) Af
Chrome;/35.0.1916.153 safari/537.36

Accept-Encoding: Ezip,def1ate,sdch
Accept-Language: ko-KR,ko;qg=0.8,en-uUs;q=0.6,en;qg=(

loc_33E486

HTTP/1.1 200 0K

Content-Language: ko-KR

Content-Type: angicatﬁonjjﬁon;charset:UTF—B
Date: Fri, 18 Jul 2014 11:06:04 GMT

Server: Apache-Coyote/1.1

Content-Length: 212

Connection: keep-alive loc_33E418

{"resultmsg”:"", "updatereriod":"24", "updaterwyn" ;'
"rel o Rl e — “:“http:ffdvnhhc#qeic
201406190 "version'":" '

Download update file

ADR.

BL

Mou

BL
ADD
POP

E330s&T1tVers1on=R3 U CANCFEMGrVer s 1 omn=10 5 O&T 1 T o LT ES R SRy =

W

U

; CODE XREF: sub_33E3908+4CT]

; sub_33E398+587]
RB, aTheValueOfThel ; “the value of the item is emptytkn’
printf

; CODE XREF: sub_33E390+5CT]
; sub_33E390+6CTj
RZ, RS

R B L

Rt, aAtParserUersna ;l"[nr Parser][UVERSNAHE[Get Datalitem: %s"...
prin

ARt N\ o obfuscation

; CODE XREF: sub_33E390+387j
R1, R4
RB, aCanNotFindItem ; “Can not find Item : %s in versname.txt?"_ ..
printf
SP, SP, HOx3FO
{R4-R6 ,PC}

; End of function sub_33E398




Data Channel Analysis

M Follow TCP Stream = B |

Stream Content

GET /track/? a
data=eyl1dmvudCISICIGO2%ubmyjdDoga2hvb3NTIERTdm] jZ5ISINBYb3E]1CNRpZXMI0IBFIiRVCYIGIC IXawW
Skb3dzIiwilGcIlyb3dzzXIi101A1SW50ZXIuZXQgRxhwbGoyZXTIiLCIkcZNyZWVuX2h]awdodCI6IDkwMCwi JIHN]C
mv1b193awrR0aCI6IDEZMDAS ImlwX2XpYiI6ICI3ZWIiLCIFbNZpcmOubwvudCISIC IwemOkIiwigwd]1IjogMjIs
IkhhcyBEbmRyb2 TKIEFWCCIGIHRYdWUSITBhax11ZCEPbMUT 01 BMYWXZZ5W1 SGFZIG 1QaGIuZSEECHATOTBOCNV
TLcigywlyZwogwmlwIjogZmFsc2UsI1Bhax11ZCBBcm] hI jogZmFsc2UsIkhlawdodCI6IDY4L jgSNzYOLCIgCcm
VEXVTIEVACG [yZWQ 101 BmYWxzZ5wi UGFpcmvk IERTdm] jZxMioiBbCiAgICATRmMX ] eCIKXSwiUHI Thwl1lbsI6T
GZhbHNTLCIHb2FsIFdTawdodCBDaGFuzZ 2Ui 07 ALNTAWMCWT UGFpcmvk IEZvemN T IjogZmFsc2UsTkxvZ2d1ZCB]
biI6IHRydWUSI1Ehax]1ZCEBVbHRYYSIBIGZhbHNTLC IHZWSkZXI 101 ATbWFsZSIsIkdvb2dsZSBMawsSrZwgioie
mYWxzZ SwiR29hbFByawlhcnkioiAiULRFUFMiLCIGb29kIFESYWdgSW50ZW52zaxR5IjogIkl1Z2G11bsTIsT1Bhax
31ancbcuﬂrjngdHJlZSwingkeSEUeXB1Ijngrkgwrﬁwﬁvxm1ci5522UQUmFu22u101A1MT?thQ1LCJQYw1yZ
WQgQ2xhc3INpYyIBIGZhbHNTLCIGYWNTYmIvayEMawSrZwg 107 BmyWxzZ Swi IUNMSUVOVFZFUTNITO4 107 ATMSdw
LgMuNTuxMSIinFQQUdFRlJPVVAioiAiUEFJuirinFTTlVSQDuioiAiRm1DYm1DIENubm51Y3QﬁLCJQbGFDng
Vi SIEICJGaXRiaXQgQEgubmv?dCISIkquEFSZSIEICJFleLUﬁISIkngXJth1uZyBTEXNDZWDngvyC21Ub1
I6ICIXawWSkb3dzICA3ITiwizG | zdGluy3RFawQioi ATMTOIM2YIYWR 1ZWI40DQTMDUWO DAWMMOWMDATNGQOLTY4N
DEENngLTElzjkmmcDxmnczzjdhzsv]vzEzmsrs11prm1Dawst331zmvycmvyIjug11RkaxJ1Y3QiLcrkaw5p
daThbFoyzwz1cnlpbmdfZzGotywluIjogIiRkax1Y3Q1LCI0b2t1bi IGICTIAMMOXOTQONWIYOThmy2M4Y§g3MTM
ANJFjowNmNFdiMCI9TQ%3D%3 D& p=1& =1405519323072 HTTP/1.1

m

12 SysSec




Data Channel Analysis

M Follow TCP Stream | B |t

Stream Content

ke S7 - o
gata=ey:l1 dmvudCI6ICIGO29ubmyv]dDoga2hvb3N IIER Idm]JZ5ISINBYb3E | CcNRpZX¥MI01B7 ITRVCYIOIC IXay
Skb3dzIiwilclyb3dzzXIi01A1SW50ZXIuZXqgRXhwbGoyZXTIiLCIkcZNyZWVuX2h]awdodC I6IDkwMCwT JHN]
mv1b193awR0aCI6IDEZMDAS ImlwX2XpyiI6ICI3ZWIiLCIFbNZpcmOubwvudCI6IC IwcmOkI iwiowd]lIjogMjI
IkhhcyBEbmRyb2 TKIEFWCCIGIHRYdWUSITBhax11ZCEPbMUT01BMYWXZZ 5w SGFZIG 1QaGIuZSEECHATOTBOCN
1LCJQYw1yZWQ?Wm1ijumeFscEUsI]BhaXJWZCEchTthumeFscEUsIkh1awdudCIEIDY4ngSNZYGLCJQC
VEAXVTIEVACG [yZWQi01BEmYWxzZ5wi UGFpcmvkIERTdm] jZxMi0oiBbCiAgICATRmMX ] eCIKXSwiUHI ThwllbsI6
GZhbHNTLCIHb2FsIFdTawdodCBDaGFuzZ 2Ui 07 ALNTAWMCWT UGFpcmvk IEZvemN T IjogZmFsc2UsTkxvZ2d1ZCB
biI6IHRYdWUsSI1EhaX]1ZCBVbHRYYSIGIGZhbHNTLC JHZWSkZXI 10T ATbWFsZSIsIkdvb2dsZSBMawsrzwgio
mYWxzZ SwiR29hbFByawlhcnkioiATULRFUFMILCIGhb29kIFESYWdgSwW50ZW52zaxR5IjogIk11ZG11bsIsTI1Bh
J1ZCBGbGu4IjngdHJlZSwingkeSEuax51Ijngrkgwrﬁwivxm1c15522UQUmFu22u101A1MT?thQ1LCJQYW]
HQgQExhCENprIEIGZhbHNTLCJGYWN]YNQMayBMawSFZHQ101EthszSh1IUNMSUVOVFZFU NITO4i07ATMSIE
gMuNTUxMSISD FOQUAFRLIPWWAIOITATUEFIUIISIiFTTAVSQOUiCiATRm]OYmlOIENYEmE TY3IQ1 LCI0bGFOZm

SIEICJGaXR1aXQgQEgume{dCISIKXMYEFSZSIEICJFblgLU1ISIkthXJth1uZyBTEXNDZngvayC21bb
I6ICIXawWSkb3dzICAITiwizG | zdGluy3IRFawQioi ATMTQIM2YIYWR 1ZWI40DQTMDUWO DAWMMOWMDATNGQOL TY4
DEEN%J]LTElZ]khMCDxNDCZZ]thGV1Y2E2MSISI1prmTDawFSXSJ1vaycmvyI]DgI1RkaXJ1Y3Q1LCIkaw5
dalh F9y2wz1anpbmdFZGQtYw1uIJogI1RkaxJ1Y3Q1LCJDbEt]b1IﬁIcr4MmQx0TgDNwaDThmY2M4Y]g%M
ANFEFOWNmMNTdiMCI 9T Q%3 0%3D&I p=1& =1405519323072 HTTP/1.1

Base64 encoded data

12 Sec




Data Channel Analy5|s

‘ Follow TCP Stream . . _—

- -

Stream Content

7
Eata=eyj EmVUHCIEICJGQZQUBMV]aDngQEHVBRN TERTOM ]ZSISInByER

Skb3dzIiwilclyb3dzzXIi01A1sW50ZXIuZXqgRXhwbGoyZXIiLCIKCZNYZ)
mv1b193awrR0aCISIDEZMDAS ImlwX2XpyiI6ICI3ZWI1LCIFbNZpcmOubwvu
IkhhcyBEbmRyb2 TKIEFWCCIGIHRYdWUSITBhax11ZCEPbmMUT 01 BMYWXZZ SW
1LCJQYw1yZWQ?WMTijomeFscEUsI]BhaXJTZCBBEmTthomeFSEEUSIk
VEXVTIEVACG [yZWQi01BEmYWxzZ5wi UGFpcmvkIERTdm] jZxMioiBbCiAgD
GZhbHNTLC IHb2FsIFd] awdodCBDaGFUZ2 U701 ALNTAWMCWT UGFpcmvkIEZ v
biI6IHRydWUSI1Ehax]1ZCBVbHRYYSI6IGZhbHNTLC JIHZWSkZXI 101 A7 bWF
mYWxzZ SwiR29hbFByawlhcnkioi AT ULRFUFMILCIGh29KIFES YWdgSW50ZW
J11Z2CBGhbGVATjogdHI1Z SwigmokeSEUeXBET1I jogIk9WIiwivxNTciBBZ2UgU
wQquxhcampvyIEIGzhbHN1LCJGYWN]YvaayBMaWSrZWQ101BmYszzsw1

LIMUNTUXMSISI1FQQUAFRLIPVVAIOTATUEFIUTISIiFTTIVSQOUTOiATRm]

SIEICJGaXR1axngEQume*dCISIkaYEFEZSIEICJFleLU1IsIkaZX
I6GICIXawSkb3dzICA3TiwiZzG] zdGTuy3RTaWQioTATMTQIM2Y IYWR1ZWI40
DEEN%J]LTElZ]kwMCDHNDEZZ]thGV1Y2E2M51511prmTOaWFSX3J1ZmVy

dalh F9y2w21anpbmdeGQtYw1u130g11Rkax31Y3Q1Lc30b2t1b1161c1
Base64 encoded data

fQ%3I0%3D&ip=1& =1405519323072 HTTP/1.1

“tbrowser”

" v L n
Windows™,
Intern

15

“$screen_width”:
“mp_l k" Tweb”,

OS, browser

et Explorer]
i

L HTL

“hoe” 22,
"Has Android App”:

“Paired One”:

"Has iPhone dpp™: t

“Paired Zip":
“Paired dria”:
“Height"

false
: BA.89764,

"Paired Deuices":'[

1

false,

false,

]

Age
e, Phone type
: Height

frue,

“Premium”: ,
"Goal Weight Change™:
"Paired Force™:
“Logged In":
“Paired Ultra™:
“Gender”:

false

fal
true,
fal
"male”,

‘Google Linked™: fa

“Food Plan Intenait

“Paired Flex":

“Body Twpe™: "Iy .

“lzer dge Range™:

“Paired Classic”: f

“Facebook Linked?

el I T Y W o B Tl T W T YRS

true,

_500, Gender
se, o
Goal weight
Se,
E
v "Hediom”,
"1g-24",
alse,
: "t auLSE"rlﬂ 4§

Sec




BLE Channel Analysis

< BLE key brute force attack
— Successfully received BLE packets
— No encryption -> possible to map meaning of each byte

fitbit-capture2.pcap [Wireshark 1.12.1 (Git Rev Unknown from unknown)] ™ @ Ffitbit-capture2.pcap [wireshark 1.12.1 (Git Rev Unknown from unknown)]

© ©® 4 = 3T &£ BB & (©@© 4 = ®C Q¢« 3T &£ BE == 0 F # -
Filter: btatt.handle==0x0003 v | Expression... Clear Filter: btatt.opcode ==0x1b v | Expression... Clear Save v
No.  Time Protocol Length Info No.  Time Protocol Length Info
1 154 2014-10-88 15:08:59.896077 ATT 41 Unknown direction -1 Handle value Notification, Handle: @x000b
156 2014-10-08 15:08:59.897820 ATT 41 Unknown direction -1 Handle Value Notification, Handle: GxG60b
158 2014-10-88 15:08:59.926544 ATT 52 Unknown direction -1 Handle Value Notification, Handle: 8x000b
162 2014-10-08 15:08:59.986062 ATT 42 Unknown direction -1 Handle vValue Notification, Handle: @xpeeb
> Frame 275: 45 bytes on wire (360 bits), 45 bytes captured (360 bits) 386 2014-10-08 15:00:09.077407 ATT 60  Unknown direction -1 Handle Value Notification, Handle: 8x886b
P PPI version 8, 24 bytes 388 2014-10-08 15:09:09.896551 ATT 60  Unknown direction -1 Handle Value Notification, Handle: 8x886b

DLT: 147, Payload: btle (Bluetooth Low Enmergy Link Layer)
P Bluetooth Low Energy Link Layer
P Bluetooth L2CAP Protocol
w Bluetooth Attribute Protocol
Opcode: Read By Type Response (0x09)
Length: &
wAttribute Data, Handle: 0x0803
Handle: 0xB003

P Frame 384: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
»PPI version 8, 24 bytes
DLT: 147, Payload: btle (Bluetooth Low Enmergy Link Layer)
pBluetooth Low Energy Link Layer
»Bluetooth L2CAP Protocol
wBluetooth Attribute Protocol
Opcode: Handle Value Notification (@x1b)
mmmm Handle: 0x@00b

0000 00 00 18 00 93 @0 00 0 36 75 Oc 8 00 9c 0O A8 gg?g gﬂ gg 12 gﬂ ga g? gg gg 32 ;g gc ﬂg gg ig ?? gg R t)ﬁun-x“

0010 dl1 19 ac 58 80 7f 00 068 29 b5 9a af @a Oc 08 00 .. 0020 ﬂiGEI Elbalc:ea 3 a AT P

6020 04 00 EEISENSSNEE 98 f8 b2 0030 o o -

©® wvalue (btatt.value), 4 bytes Profile: DefF@ #  value (btatt.value), 20 bytes Packets: 395 - Displayed: 7 (1.8%) - Load time: ...

13 Sec




BLE Channel Analysis

% BLE key brute force attack
— Successfully received BLE packets
— No encryption -> possible to map meaning of each byte

fitbit-capture2.pcap [Wireshark 1.12.1 (Git Rev Unknown from unknown)] fitbit-capture2.pcap [Wireshark 1.12.1 (Git Rev Unknown from unknown)]
©® 4 = XC Q T & EE =2 @ © 4 = ®C Q¢( 3T & BE 2= 0B @ -
Filter: btatt.handle==0x0003 v | Expression... Clear Apply Filter: btatt.opcode ==0x1b v | Expression... Clear Apply Save v

No.  Time Protocol Length Info No.  Time Protocol Length Info

154 2014-10-08 15:08:59.896077 ATT 41 Unknown direction -1 Handle value Notification, Handle: @x000b

156 2014-10-08 .897820 ATT 41 Unknown direction -1 Handle Value Notification, Handle: GxG60b

158 20814-10-88 .926544 ATT 52 Unknown direction -1 Handle Value Notification, Handle: 8x000b
1

162 2014-10-08 986062 ATT 42 Unknown directio Handle value Notification, Handle: @xpeob
38 2014 ) -08 358 78 ATT 310 nKnown direct on ndle =] 0 on ndle Ix 000D
»Frame 275: 45 bytes on wire (36@ bits), 45 bytes captured (360 bits) 386 2014-10-08 15:00:09.077407 ATT 60  Unknown direction -1 Handle Value Notification, Handle: 8x886b
P PPI version 8, 24 bytes 388 2014-10-08 15:09:09.896551 ATT 60  Unknown direction -1 Handle Value Notification, Handle: 8x886b
DLT: 147, Payload: btle (Bluetooth Low Enmergy Link Layer) . . =

» Bluetooth Low Energy Link Layer P Frame 384: 60 bytes on wire (488 bits), 60 bytes captured (480 bits)
» Bluetooth L2CAP Protocol [P e ), 2 e .
lv Bluetooth Attribute Protocol DLT: 147, Payload: btle (Bluetooth Low Enmergy Link Layer)

Opcode: Read By Type Response (0x09) »Bluetooth Low Energy Link Layer
Length: 6 »Bluetooth L2CAP Protocol

. . - w Bluetooth Attribute Protocol
vAttrJ.bte Data, Handle: 8x8003 NO encryptlon Opcode: Handle Value Notification (8x1b)
| No authentication -
0e00 00 00 18 00 93 00 00 @@ 36 75 OC 0O 00 9c 09 60 n

8010 dl 19 ac 58 B 7f 80 0O 29 bS 9a af Ga Oc 68 88 ..
0020 04 00 PENGENGSNGEN 98 8 b2 .

@ value (btatt.value), 4 bytes Profile: DefF@ [  Vvalue (btatt.value), 20 bytes Packets: 395 - Displayed: 7 (1.8%) - Load time: ...

13 Sec

66 60 18 68 93 60 60 88 36 75 Oc 00 6O 73 069 0O
da 58 e6 5c 80 7f 00 08 29 b5 9a af 06 1b 17 00
064 0@

9c f9 4d




Device Analysis

% Hidden function
— Device configuration
— Firmware update

% Hidden protocol

— AT command

— Found BOF vuln.

— Crashed with ‘Hardware Fault’ message

asdf

asdf
asdfa
dst



Exploitation
% Successfully exploited A-fit and C-fit

. %““s\.w

Update Server
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Smartphone




Exploitation

% Successfully exploited A-fit and C-fit
Update Server

{lDownload Server
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il

Attacker
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Smartphone




Exploitation

% Successfully exploited A-fit and C-fit

Update Server
{lDownload Server

Attacker

Request

Wearable Devi‘ce\t D

Smartphone




Exploitation

% Successfully exploited A-fit and C-fit
Update Server

{lDownload Server
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Wearable Devi‘ce\t D /

Smartphone




Exploitation
% Successfully exploited A-fit and C-fit
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{lDownload Server
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Exploitation
% Successfully exploited A-fit and C-fit

Update Server

{lDownload Server

il

Attacker

Smartphone







Failure to Debug Hardware

% Tried to find hardware debug points, but,

B-Fit Body Logic-Analyzer

Quantasyium (@) - ox oo o

Features
« Dual 10-bit ADC@ 100 MHz = "=
+ 100 MHz Logic Analyzer
- 2Mbyte x 32 bit Buffer
- USB Powered (500 mA max)
% | - Precision 100 MHz Reference




Failure to Debug Hardware




Failure to Debug Hardware

% Tried to find hardware debug points, but,




Failure to Debug Hardware

% Tried to find hardware debug points, but,

-
B-Fit Body | e




Failure to Debug Hardware

% Tried to find hardware debug points, but,

r— 7 i) " ll

* Pins were too small
* No datasheets for some chips




Secure Device for loT Devices




Secure Device for loT Devices
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Secure Device for loT Devices
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Secure Device for loT Devices
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Secure Device for loT Devices

/7

< If software gateway is compromised, all other IoT devices are in danger.
— Modifying or stealing user data are possible.
— Adversaries can send malicious commands.




Secure Device for loT Devices

/7

< If software gateway is compromised, all other IoT devices are in danger.
— Modifying or stealing user data are possible.
— Adversaries can send malicious commands.

/7

< Even, smartphone itself have multiple vulnerabilities.
— Compromised smartphone can manipulate all loT devices.




Countermeasure

% For communication
— Use SSL/TLS with proper certificate verification
— Encryption before data transmission




Countermeasure
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% For software gateways/devices,
— Server authentication
— Integrity check before app/firmware update
— Use TruztZone/secure-boot for tamper-proof integrity check




Countermeasure

% For communication
— Use SSL/TLS with proper certificate verification
— Encryption before data transmission

% For software gateways/devices,
— Server authentication
— Integrity check before app/firmware update
— Use TruztZone/secure-boot for tamper-proof integrity check

+»» For BLE,

— Bluetooth 4.2 support secure simple pairing (SSP) to prevent MitM
— Need low-power yet continuous update technique
— Make devices up-to-date




Conclusion

% Analyzing rising wearable devices,
— Classified possible attack vectors
— Found 17 vulnerabilities from three popular fitness trackers
— Successfully exploited two of them

% Future work
— Designing a secure loT communication paltform

— Implementing automatic vulnerability analysis framework for embedded
devices




Conclusion

% Analyzing rising wearable devices,
— Classified possible attack vectors
— Found 17 vulnerabilities from three popular fitness trackers
— Successfully exploited two of them
— Emphasized the necessity for secure design of loT devices

% Future work
— Designing a secure loT communication paltform

— Implementing automatic vulnerability analysis framework for embedded
devices




Conclusion

% Analyzing rising wearable devices,
— Classified possible attack vectors
— Found 17 vulnerabilities from three popular fitness trackers
— Successfully exploited two of them

Software gateways should be investigated seriously

(Not only its usability, but also its security)

— Implementing automatic vulnerability analysis framework for embedded
devices




ThankK You
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